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Abstract. This system uses three stages to hide the secret letter. The first stage uses the summation of two images and applies a 2D
wavelet packet at level one (L1), level two (L2), and level three (L3). In the second stage, Haar filters are applied at L1, L2, and
L3, and the third stage conceals the binary secret letter using AS CII to convert each symbol in the secret letter to a binary number
to hide it in the 2D image wavelet packet. It can hide each bit in one location using the least significant bit (LSB).The secret key is
used to select the location, which depends on the equation 2n2 + 1 to find the position of the hidden bits of the secret letter in the
2D wavelet packet. The outcome of the algorithm is efficient, robust, transparent, and highly secure. The system hides the secret
letter well in the stego image without being sensed by attackers.
Keywords: Concealed data, summation image, 2D wavelet packet, secret letter, secret key.

INTRODUCTION

Steganography indicates hiding a text, for example concealing a security code within concealment pictures. The
steganography method involves the following aspects: (1) The hidden message text can be safely embedded in the
concealing object. (2) This object should remain visually unchanged or nearly unchanged[1],[2]. Steganography uses
two main algorithms: embedded and extraction, where the stego medium is the combination of the cover medium,
embedded message, and stego key [2]. The main objective of steganography is to enhance the security of a connection
by inserting the secure letter into the picture, adjusting the nonessential points of the picture [5]. After embedding the
secure letter, the picture is called a stego image. The sender can send it to the receiver during general communication.
The most basic kind of steganography is the least significant bit (LSB) permutation method [3]. The wavelet packet
depends on a multiple resolutions, divided into three kinds. The first depends on pyramid decomposition. The second
depends on wavelet decomposition, and the third depends on the wavelet packet [4], [5].

WAVELET PACKET 2-D

The calculation schema for the two-dimensional (2D) wavelet packet generation is simple and uses a perpendicular
wavelet. It will begin for two filters of length 2N [6], [7].

Wn(x) , n = (0, 1, 2, 3)
Wn(x) =

√
2
∑2N−1

k=o h(k)Wn(2 − k)

W2n+1(x) =
√

2
∑2N−1

k=o g(k)Wn(2x − k)

where h(k) and g(k), conformable to the wavelet w0(x) = Φ(x), is the gradation job, and w1(x) = ψ(x) is the wavelet
job. An idea of Wavelet Packet 2D is the same as wavelet. The 2D wavelet packets show a more complicated and
elastic analyses. In Wavelet Packet 2D analyses the details as well as the approximation are split. The wavelet packet
tree is for three-level decomposition [6], [8].
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PROPOSED SYSTEM

This system consists of three phases for hiding a binary secret letter in a 2D wavelet packet. The system implemented
using three major stages to embed a secret letter, in the embedded and extraction algorithms.

FIGURE 1. Summation of two images.

FIGURE 2. Compressed summation image: (a) compressed Haar wavelet packet in L1, (b) compressed Haar wavelet packet in
L2,and (c) compressed Haar wavelet packet in L3.

First stage: summation two images and applied 2D wavelet packet in three levels. As shown in Figure 1,two
images can be loaded and combined in a 2D wavelet packet. Each image is shown at three levels (L1, L2, and L3)using
a true colour image method for compression in each image, which is shown in Figure 2.

FIGURE 3. The 2Dwavelet packet using the Haar and entropy methods:(a) wavelet packet in L1, (b) wavelet packet in L2,and (c)
wavelet packet in L3.

Second Stage: 2D Wavelet Packet image in filters. Haar filters are applied for the first phase, and Shan-
non entropy is selected for the image at three levels (L1, L2, and L3). The pictures from the wavelet compres-
sion are selected at each level using Haar filters by compressing the image at three levels, as shown in Figure 3.

FIGURE 4. Stego-wavelet packet image.

Third stage: Conceal secret latter. The secret letter
is hidden using a secret key using the equation 2n2 + 1,
where n indicates the number of locations in the wavelet
packet image to hide one bit of the message inside the
wavelet packet in the LSB. After converting the secret
letter to a binary number, ASCII is used for each symbol
in the message, at each level (L1, L2, and L3). Figure 4
shows the stego-wavelet packet.
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EMBEDDING PROCESS

Algorithm 1 Embedding algorithm
Input: Two Original image, wavelet packet, secret letter,
secret key.
Output: Stego- wavelet packet image.
initialization A= Load original image 1.
B= Load original image 2.
C= Summation two image.
D= Applied compression wavelet packet 2D and select part of L1, L2, and L3.
E= Load secret key 2n2 + 1.
F= Stego- wavelet packet image in L1, L2, and L3.
G= Put the result stego- wavelet packet image.
Step 1: Load two original from A and B.
Step 2: Result of summation two images in C.
Step 3: Applied Haar compression wavelet packet 2D in L1, L2, and L3 in D.
Step 4: Select part of L1, L2, and L3 from compression wavelet packet to hide secret letter in D .
Step 5: Select location hide secret letter from 2n2 + 1 (secret key) in E.
Step 6: Embedding Secret letter in side wavelet packet (cover) in LSB using secret key to obtain Stego- Wavelet
packet image for L1, L2, and L3 in F.
Result:Put the Stego- Wavelet packet image in G.
End

EXTRACTION PROCESS

Algorithm 2 Extraction algorithm
Input: Stego- Wavelet packet image, secret key.
Output: Secret Letter.
initialization A= Load Stego- Wavelet packet image.
B= extraction secret latter from Stego- Wavelet packet image.
C= Load secret key 2n2 + 1.
D= extraction secret letter.
Step 1: Load Stego- Wavelet packet image in A.
Step 2: extraction Stego- Wavelet packet image in L1, L2, and L3 from LSB in B.
Step 3: : Find Location from 2n2+1 (secret key) in each level in C.
Step 4: Put the resulting secret letter in D.
End

TEST OF THE RESULT

This paper is indicate the results of the proposed system, conceal secret letter into wavelet packet image, and obtained
Stego- wavelet packet image, and uses Haar filter and entropy Shannon in the three levels L1, L2, and L3. the system
is give a good outcome from PSNR and MSE system tests proves the robustness of the technique, as shown in table
(1).
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No. of image Original image1 Original image2 Summation image Stego- wavelet packet
Image L1, L2, L3

No. 1 PSNR=0.9106
MSE=25910.8658

PSNR=0.4107
MAE=41992

PSNR=1.1915
MSE=19982.0603

L1
PSNR=0.8751
MSE=16247.8434
L2
PSNR=1.4303
MSE=16247.8434
L3
PSNR=0.8660
MSE=16881.6428

No. 2 PSNR=1.4991
MSE=15331.9660

PSNR=1.2388
MSE=19166.6669

PSNR=4.3703
MSE=2235.2140

L1
PSNR=2.9104
MSE=5346.2475
L2
PSNR=2.4007
MSE=7608.1199
L3
PSNR= 2.06970
MSE= 9721.6030

CONCLUSION
This paper offers the proposed system to conceal of secret letter inside wavelet packet image in each levels L1, L2,
and L3. The system is embedding secret letter in level three best than level one and level two. Because in L3 the
size of image is small than L1, and L2, and sent across networks Internet is high speed. The method works well is
fast, efficient, robustness, and high security without exposure of data to attackers through transmitted the secret letter
across internet or another any networks such as website or station by using wavelet packet image in level three without
any personal unauthorized reveals the secret letter save in images.
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