
                                                         

 

 

T.C. 

MALTEPE UNIVERSITY 

INSTITUTE OF SOCIAL SCIENCES 

 

 

Master Thesis by 

Gonca Reyhan ÖNER 

(101122106) 

 

 

SEARCH OF RISK MANAGEMENT APPROACH WITHIN 

THE CONTEXT OF SUPPLY CHAIN RISK 

MANAGEMENT 

 

 

Department : Department of Logistics and Supply Chain Management 

Programme:  Logistics and Supply chain Management 

 

 

Supervisor : Dr. Halil Halefşan SÜMEN 

 

 

February 2012 



I 
 

SEARCHING OF RISK MANAGEMENT APPROACH WITHIN THE CONTEXT OF 

SUPPLY CHAIN RISK MANAGEMENT 

 

SUMMARY 

A supply chain is a system of organizations, people, technology, activities, information and 

resources involved in moving a product or service from supplier to customer. Supply chain 

activities transform natural resources, raw materials and components into a finished product 

that is delivered to the end customer. In sophisticated supply chain systems, used products 

may re-enter the supply chain at any point where residual value is recyclable. 

In global trade world, the competitions between companies are increasing rapidly. 

Technological innovations and new trends effect the global competition. Especially in supply 

chain organizations, trends such as increasing the impacts of supply Networks causes some 

risks. 

These risks effect all the supply chain organizations and if these risks will not be absence in 

advance, devastating and catastrophic impacts through all the supply chain organizations will 

be inevitable. 

Increasing, companies need to be vigilant with the risks that can harm the short run operations 

as well as long term sustainability of their supply chain. 

The purpose of this paper is to provide a framework to proactively manage supply chain risks. 

The framework will enable the company to select a set of risk agents to be treated and then to 

prioritize the proactive actions in order to reduce the aggregate impacts of the risk events 

induced by those risk agents. 

In order to dispose the risk along the supply chain organizations, companies should attempt a 

holistic and proactive precautions.Beacuse risks results from the direct and indirect adverse 

consequences of outcomes and events that are not accounted for. It can result from many 

reasons both internally in firms or the society at large (their externalities). 

 

 

. 

  

http://en.wikipedia.org/wiki/Vendor_(supply_chain)
http://en.wikipedia.org/wiki/Customer
http://en.wikipedia.org/wiki/Raw_material
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ÖZET 

Tedarik zinciri kişileri, organizasyonları, aktiviteleri, bilgi ve kaynaklarını  tedarikçiden  

tüketiciye ürün ve servis ulaştıran bir sistemdir.Tedarik zinciri doğal kaynakların çevriminden 

hammadde ve bileşenlerin nihai ürüne dönüştüren ve en sonunda da tüketiciye ulaştıran 

aktiviteler bütününden oluşmaktadır.  

Tedarik zinciri sistemleri aynı zamanda kullanılmış ürünlerin geri dönüşünü sağlayan bir 

sistemdir.  

Küresel ticaret ortamında şirketler arası rekabet her geçen gün artmaktadır. Teknolojik 

gelişmeler ve yeni buluşlar mevcut olan küresel rekabeti daha da etkilemektedir. Özellikle 

tedarik zinciri operasyonlarında tedarik zinciri ağlarında meydana gelen yeni buluşlar 

beraberinde bir takım riskleri getirmiştir. 

Bu riskler bütün tedarik zinciri operasyonlarını etkiler ve eğer bu etkiler baştan anlaşılmazsa 

tedarik zinciri operasyonlarına zarar verecek etkileri kaçınılmazdır. 

Artan rekabetle birlikte şirketler riskin tüm tedarik zinciri operasyonlarını domino etkisi 

şeklinde etkileyeceğini fark ettikleri için kısa dönem operasyonları açısından riske karşı daha 

duyarlı olmayı öğrenmişlerdir. 

Bu çalışmanın amacı, tedarik zinciri operasyonlarında meydana gelecek risklere karşı önceden 

önlem almanın önemini göstermektedir. Bu çerçevede şirketler kendileri için kaçınılmaz olan 

ve sonuçları maliyet açısından ağır olacak risklere ve bu risklerin tedarik zinciri süreçleri 

boyunca meydana getireceği etkilere karşı nasıl önlemler almaları gerektiği üzerinde 

durulmuştur. 

Riski tedarik zinciri operasyonları boyunca bertaraf etmek için şirketler bütünsel ve kalıcı 

önlemler almalıdırlar. Çünkü riskin direk ve dolaylı etkilerinin sonucu nihai tüketiciye varır 

ve bu durum da bütünsel olarak gerek tüketiciyi gerek üreticiyi olumsuz etkiler. 
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1. INTRODUCTION 

 

1.1 Risk and Supply Chains 

 

A definition of risk management involves as a result of a number of factors, each 

reflecting a need and a point of view of the parties involved in the supply chain. 

These are; 

1- Consequences, individual (people, firms) and collective (supply chains, markets). 

2- Probabilities and their distribution, whether they are known or not, whether 

empricial or analytical and based on model sor subjective. 

3- Individual preferences and Market collective preferences, expressing a subjective 

valuation by a person or firm or organizationally or market defined-it’s price. 

4- Sharing and transfer effects and active forms of risk prevention, expressing risk 

attitudes that seek to alter the risk probabilities and their consequences, 

individually or both. 

 

 These are relevant to a broad number of professions,each providing a different 

approach to the measurement, the valuation and management of risk which 

motivated by real and psychological needs and the need to deal individually and 

collectively with problems that result from uncertainty and the adverse consequences 

they may induce and sustained in an often unequalmanner between individuals,firms 

a supply chain or the society at large.For these reasons,risk and its management are 

applicable to many fields. 

In supply chains, these factors conjure to create both a conceptual and technical 

challenge dealing with risk and its management. 
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  As a direct result of risk being statistical distribution rather than a discrete point, 

there are two main concepts that must be understood in order to carry out 

effective risk management: 

 

1) Risk impact. The impact (financial, reputational, regularity, etc) that will 

happen should the risk event occour. 

 

2) Risk likehood. The probability of the risk event occurring. 

 

The likehood  usually has a time period associated with it.The likehood of an 

event occurring during the coming week is quite different from the likehood of 

the same event occouring during the coming year.The same holds  true,to some 

extent,for the risk impact since the same risk  event occouring in two different 

points in time may result in different impacts.These differences between the 

various levels of impact may even owe their existence to the fact that the 

organization,realizing that the event might happen,has engaged actively in risk 

management and,at the later of  the two time periods,was better prepared for the 

event and although it could not stop it from happening,it succeeded in reducing 

its impact. 

Other base concepts in the risk arena include; 

 

1-Risk event. An actual instance of the risk that happened in the past. 

2-Risk cause.The preceding activity that triggers are risk event. (E.g. fire was 

caused by fauly electrical equipment sparking). 

 

Risk itself has risk, as measures of risk often are subject to possible change and 

so meassures of risk will often come wih a confidence that tells the reader what 

prediction of risk but of course this should never be a reason to avoid the sound 

practise of risk management, since its application has generated considerable 

benefits even with less than certain predictions. 
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1.2 RISK IN THE SUPPLY CHAIN 

SCM is a very complex function that faces an enormous range of inherent risks, 

ranging from the minor irritation of delays through to the destruction of an entire 

chain.But a more worrying trend is for logistics managers to change operations to 

give better service and efficiency, without considering the consequences on risk. 

As a result,supply chains are becoming more efficient,but at a cost of increasing 

vulnerability.This means that organizations are facing greater disruption to an 

essential function,not because of possitive decisions,but because managers are not 

aware of the full consequences of their actions. 

A problem with any single member of a chain expands to give consequences for all 

the other members.This sets the scene for supply chain risk, where each member not 

only is suspceptible to its own risks, but also can be hit by risky events affecting 

other members. 

Even when the individual risk to each member of a chain is small, the cumulative 

effect over the hundreds or thousands of members in a large chain becomes very 

significant. 

Even a relatively minor problem with a supply chain can have broad consequences-in 

the way that a delayed delivery can effect operations,with affects to company 

reputation,perception of brands,ability to win orders,quality,prices,profit 

margins,lead times and a host of basic performance measures.This recognition of the 

high costs of problems in the supply chain has encouraged managers to consider 

formal methods of supply chain risk management.But it is not only costs that are 

driving an increased awareness of SCRM,but also need to comply with new 

legislation and regulations for improving corporate governance.Other incentives 

include growing demands from customers to provide evidence of risk management 

procedures (so that their suppliers are not disrupted),desire to avoid any repetition of 

actual harm from risky events,new trading patterns encouraging an examination of 

logistics activities,and broader recognition of the potential harm from vulnerable 

supply chains. 

But the principle incentive for developing SCRM is the empirical evidence that 

suggests that organizations with well-defined policies for SCRM tend to perform 

better than those with no such policies.This observation is based on the important 

principle that SCRM is not an extra burden that adds work and costs,but is a way of 

reducing overall costs and improving performance.For instance,reducing the risk of 

late deliveries from suppliers allows a firm to reduce its stock of raw materials,with 

the savings more than compensating for the increased  effort of SCRM. 
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Supply chain management is responsible for the movement of materials all the way 

from initial suppliers’ thorugh the final customers. Supply chain risk appears as any 

event that might affect this movement and disrupt the planned flow of materials. 

 There are risks in the supply chain when unexpected events might disrupt the 

flow of materials on journey from initial suppliers through to final customers. 

These risks might prevent deliveries, cause delays, damage goods or somehow affect 

smooth operations.Bu these initial effects are only a beginning, and the consequences 

are generally much broader.A late delivery of raw materials might halt production, it 

might raise costs by forcing a move to alternative transport, materials or operations; 

it might raise stocks of work in progress, it might make partners reconsider their 

trading relationships. 

There are basically two kinds of risk to a supply chain: 

 1-Internal Risk that appear in normal operations,such as late deliveries,excess 

stock,poor forecasts,financial risks,minor accidents,human error,faults in information 

technology systems,etc. 

2-External Risk that come from outside the supply chain,such as 

earthquakes,hurricanes,industrial action,wars,terrorists attacks,outbreaks of 

disease,price rises,problems with trading partners,shortage of raw 

materials,crime,financial irregularities,etc. 

 

Internal Risk 

Internal risks are generally less dramatic,but more widespread in their effects.These 

are the risks to operations that managers can control-such as delays and breakdowns-

and there are traditional ways of dealing with them.For instance ,risks from suppliers 

can be avoided by multiple sourcing,and when problems occur with one supplier it is 

easy to switch orders to another.Similarly,risks to the flow of materials are reduced 

by holding stocks throughout the supply chain to insulate the flows from unexpected 

variations. 

The use of stocks to reduce the effects of risk illustrates a common pattern, where 

managers have to balance competing aims and risks.Stocks are expensive and there 

are clear incentives to reduce or even eliminate them. 

Then the initial balance seems to be between high stocks (which give low risk of 

disruption, but high costs) and low stocks (which give hidh risk of disruption and low 

costs).  
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But a closer examination identifies other risks associated with high stocks-such 

as obsolescence, deterriorationitied up money, uncertain future demand, damage 

during storage and so on.So high stocks increase some risks while reducing 

others, and managers have the more complex problem of balancing different 

types of risk and the associated costs. 

 

External Risk 

 

Supply chains are inherently risky. Move of materials through a series of 

organizations, each with different operations, aims, cultures and structures, 

dispersed around the world and working in widely different conditions. 

And they move through regional instability, war zones, changing government 

policies, new trading regimes, inhospitable climates and every other problem that 

can be imagined. 

 

The key feature of external risks is that they are outside managers’s control. 

Some managers cannot change the risks, but they can change design operations 

that work as efficiently as possible within a risky environment.For instance, there 

is a continuing risk of hurricanes hitting the south west coast of the United 

States.Managers can not alter this risk, but they can design operations to reduce 

it’s effects, perhaps by having secure buildings, closing during the hurricane 

seasonor simply moving to another location. 

 

 

1.3 Growing Concern Over Supply Chain Risk 

 

Logistics managers are under continuing pressure to improve efficiency of their 

supply chains.For instance,they might improve stocks and use just-in-time (JIT) 

operations.But JIT illustrates the way that improving efficiency can olso increase 

risks.In the past the effects of a minor event,such as a late delivery ,could be 

absorbed by stocks-but now it can stop operations and bring an entire supply 

chain to a standstill.By removing slack from supply chains,managers are also 

making them more vulnerable-sometimes described as ‘taut’ or ‘brittle’. 

 

A dominant feature of supply chains is that all members are linked together and a 

risk the one is automatically transferred to all other members.For instance, when 

one key supplier goes out business, it is not just its immediate customers that are 

affected, but all other members of the chain.When a manufacturer stops 

production, all the upstream tiersof suppliers are affected back to the original 

suppliers. 

                                                  

It can be seen the way that supply chain risks ripple around the world with one 

2003 outbreak of SARS, or bird flu.This was largely contained to southern China 

and Honk Kong, but restrictions on travel disrupted business operations as far 
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away as Toronto and London.Similarly, in 2005 hurricanes Katrina and Rita both 

hit oil refineries in the Gulf and Mexico, but the consequent fears of fuel 

shortages raised prices around the world. 

 

Despite the obvious impact of supply chain risk, this is a new topic that has 

received very little attention. 

 

The main risks to supply chains do not come from terrorist attacks,but from the 

broad range of unforeseen events that might affect them (sheffi,2002).All supply 

chains face risks of many different kinds,and the flow of materials is much more 

likely to be disrupted by an unreliable supplier.Managers can control many of 

these risks,and the key point is that they should not wait to see what damaging 

events occur and then start thinking about their response.Instead,they should be 

proactive,identifying potential risks and planning their response in advance.Then 

they are prepared and can take immediate action when an unexpected event 

actually occurs. 

 

1.4 Risk and Supply Chain Management    

Risk and its management have traditionally been used as a panacea for the many 

ills,real,potential and imaginary,that corporate management deals with or 

sustains,either internally or externally.However,the growth and realignment of 

corporate entities into strategic supply chains,gloabal and market sensitive,are 

altering conceptions of corporate risk and as a result the management of supply 

chains. 

Supply chains are based on exchange and dependence between firms, all drawing 

financial benefits from the arrangement.These benefits include the mind can 

measure and the imagination suggests.  

Collaboration for example,is a well-trumpeted mechanism for maximizing profits 

while at the same time managing the dependence risks between firms engagaed 

in supply chain exchanges.Collaboration is not always possible,however,for 

agreements may be difficult to self-enforce and as a result dependence risks are 

strategic and potentially overwhelming.These issues,specific to supply chains are 

subject to and create,require that specific attention be directed to their 

measurement and to their management.Such measurement will require a greater 

understanding of a firm’s motivations in entering supply chain relationship.  

                                                    

Here, supply chain managers have an important role in achieving this 

understanding by forcing attention on these risks and in educating corporate 

managers about what these risks imply, how to measure, evaluate, and internalize 

them in the costs and benefits calculations they use to reach decisions. 
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It should be kept in mind that risk is also a great ‘motivator’,energizing 

technological innovation,development and growth.Without risk,there can be no 

profit as well.In other words, in the spirit of financial theory,profits can be 

realized if supply chain enterpreneurs take risk ant these profits are a 

compensation for the risk they are willing to assume.The reverse might not be 

true ,however-risk taking does not imply profits.For these reasons,risk is a two 

edged sword,and inducement to creat change but also bearing the possibility of a 

negative consequences.  

Supply chains have expanded hand-in-hand with the globalization of the 

economic environment and technological change and the emergence of financial 

markets entailing corporate objects and business risks that can not be sustained 

by individual firms.Risk-sharing thorugh joint ventures,supply chains and other 

inventive organizational frameworks has both justified the trend to ever- larger 

supply chains entities but at the same time it has raised a number of issues about 

risks and their control(such as operational risk;sustainability,political risks and 

risk externalities sustained by supply chains. 
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     2. RISK MANAGEMENT IN TRANSPORTATION   

Over the past decade, risk management has been envolving into a core business in      

government and industry.In the transportation sector, the overarching risk 

management objective has been to reduce accident likehood and severity.Where 

hazardous materials shipments are involved; this mission extends to spill prevention 

and mitigating the consequences when a release occurs. 

Until recently,the approach to transportation risk management assumed that when  

man-made disasters occurred,they are accidental in nature and not due to malicious 

intend.Terrorist activities,culminating with the tragic events of September 

11,2001,have dramatically changed this landscape.In particular,we have learned that 

assessment of transportation risk must be performed with a more expanded scope to 

accommodate terrorism scenarios that here would have been considered so unlikely 

that they did not warrant risk management attention.Similarly emergancy responders 

must be able to handle impacts far beyond what was previously imaginable in terms 

of number of victims,deployment of response resources and agency coordination. 

Given these circumstances, it is apparent that decision-makers need to employ e new 

paradigm for transportation risk management. 

In particular, this paradigm must; 

1-More explicitly consider security threat and vulnerability and                                         

2-Integrate security considerations into the overall framework for addressing natural 

man-made disasters be they accidental or planned. 

It is important to recognize that the transportation security and traditional risk 

management share a common objective; 

 To reduce the likehood and consequences of disasters would provide higher 

protection of human health, increased quality of life and the environment. 

2.1 THE RISK MANAGEMENT SPECTRUM 

Traditionally, risk management has focused on two primary causes of concern, 

natural and man-made disasters. Natural disasters contain external risks and man-

made disasters contain internal risks mentioned in advance. Natural disasters include 

floods, earthquakes, forest fires, tornados, hurricanes and avalanches. The prevailing 

attitude has been that these events are ‘acts of God’and there are limitations on what 

one can do to prevent incidents occurence.Consequently,the majority of risk 

management attention in these circumstances has been focused on mitigating the risk 

consequences of these incidents when they do occur. 

Man-made disasters pose a different problem,both in terms of risk tolerance and the 

focus of risk management attention.Whether due to human error,poor design or 

faulty technology,man-made disasters are associated with the failure on the part of an 
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individual and organization to maket he appropriate decisions that adequately protect 

human health,property and the environment.Hence,society’s risk tolerance form an-

made disasters are associated with the failure on the part of an individual or 

organization to make the appropriate decisions that adequately protect human 

health,property and the environment.Hence,society’s risk tolerance form man-made 

disasters is much lower than for natural disasters and there is greater public applied 

to how these risks are managed.Moreover,since the event is man-made,risk 

management attention and resources are devoted to both incident preventation and 

mitigating the consequences of the incident should it occur. 

However, traditionally man-made disasters have been considered largely accidental 

in nature; the events of September 11, 2001 underscore the significance of intentional 

acts of terrorism as both a leading cause of incidents as well as creating the potantial 

for more significant consequences. 

The new transportation risk management paradigm needs to explicity accommodate 

this additional source of causation and wider range of potantial consequences. 

                                                    

2.2 RISK MITIGATING STRATEGY 

 Global supply chains should generally use a combination of mitigation 

strategies designed into the supply chain along with financial strategies.For 

example a global supply chain focused on efficiency and low cost may 

concentrate global production in a few low-cost countries.Such a supply 

chain design is vulnerable to the risk of supply disruption along with a 

fluctuations in transportation prices and Exchange rates.In such a setting it is 

crucial that the firm hedge fuel costs and Exchange rates because the supply 

chain design itself has no built- in mechanisms to deal with these 

fluctuations.In contrast a global supply chain designed with excess,flexible 

capacity allows production to be shifted to whatever location is most effective 

in a given set of macroeconomic conditions. 

 

2.3 RESPONDING TO RISKS 

There is a huge variety of risks, there is a corresponding huge number of possible 

responses.Again it is impossible to list every option, but we can develop some 

principles, starting with the basic view that the best response depends on the risk’s 

significance, and this is usually defined in terms of its potential impact.Then risk 

management consists of carrying on as usual and reacting when an unexpected event 

occurs. 

The key point is that different kinds of risks are best deal with by different 

responses.You would not expect managers to treat significant risks in the same way 
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as disasters that threaten the organization’s survival, so their job is to design and 

implement the most appropriate responses. 

 The aim of risk response is to define the most appropriate way of dealing 

with all risks to the supply chain. 

 Then actions are needed to implement the responses. 

As a minimum, any response should: 

 Allow the supply chain to continue working normally,or with minimum 

disruption; 

 Allow appropriate and efficient use of resources; 

 Be effective in dealing with the risks; 

 Comply with all laws and regulations. 

An organization-specific risk means that one may lose out to other firms in the same 

industry, and this encourages each to work in isolation, trying to maintain or recover 

its position relative to competitors. This needs rapid,positive action to overcome 

obvious problems.At the same time, competitors,that are not affected may adopt a 

possitive policy,carrying on as normal and learning lessons for the time when they 

might be hit by a similar problem.Alternatively,they may be opportunistic and try to 

gain an even  greater advantage by focused marketing campaigns,cornering 

markets,stockpiling scarce materials,charging inflated prices for 

assistance,developing new sources and markets,introducing new products,changing 

operations,and so on. 

Of course,any positive response maens that managers really want to deal with the 

risks.So the initial requirements for a response are that prefer to ignore them.So the 

initial requirements for a response are that managers want to deal with the risk,are 

responsible fort he operations in the supply chain,appreciate the significance of risks 

and their consequences-and have the necessary knowledge,skills,information and 

motivation.This combination seems surprisingly rare,and risks in most supply chains 

are not well managed-or not managed at all. 

2.4 Alternative Responses 

A simple view says that managers either respond to a risk or they do not.They choice 

not to respond suggests that they have analysed a risk and found that it is not worth 

worrying about-presumably because it has a low probability of occurring and very 

minor consequences, so they accept the risk and do nothing about it. 

If they decide to make a response, managers can choose from different types that 

range from the very easy to the enormously difficult.At one extreme, we have seen 

that the easiest response is to simply ignore a risk.At the other extreme are very 

severe responses that managers only use when a risk is so serious that it threatens the 

organizations’ survival.Within this range of responses we can identify several 

different types. 
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 Ignore or accept the risk. 

 Reduce the probability of the risk. 

 Reduce or limit the consequences. 

 Transfer, share or deflect the risk. 

 Make contingency plans. 

 Adapt to it. 

 Oppose a change. 

 Move to another environment. 

Each of these are best suited to different circumstances.In principle, prevention is 

better than cure, so the preferred options, in descending order of preference, are 

preventing a harmful event from happening, then reducing the consequences if it 

does happen, and finally seeking redress for damage after it has happened (Pauchant 

and Mitroff, 1992).As usual, the descriptions of these responses tend to be phrased in 

terms of harm to be avoided rather than benefits to be encouraged. 

                                                                           

2.4.1-Ignore or accept the risk 

Taking a basic view, managers have two options for risks:either they can ignore it 

and do nothing,or else they can respond and do something.As a general rule,it is 

easier and cheaper to sit back and do nothing, so it seems sensible to view this as the 

preferred option.But to justify it,managers have to identify a risk,analyse it and find 

that the expected impact is small.In particular,the expected value from a risk must be 

less than the cost of any remedial action.This means that even the most risk averse 

organizations ignore some risk,which they describe in terms of risk 

acceptance,retention or internalization. 

Retaining a risk means that an organization accepts the complete impact of all 

possible events,so this is usually limited to the smallest risks.It is certainly the option 

for risky events  that actually accour.Even when the impact is small, it can be 

annoying and time-consuming to have to start a response from scratch. 

In different circumstances; managers can also decide to accept more significant risks, 

particularly when the cost of making a positive response is high or where mitigating 

actions could make the situation even worse. 

Another point about risk retention is that it is not always a positive decision.When 

managers fail to identify a risk they effectively ignore it,not as a positive decision but 

by inadvertently not recognizing it.In the same way,they may underestimate possible 

consequences and mistakenly accept a risk that is too severe. 

2.4.2-Reduce the probability of the risk 

 Here managers take actions to reduce the probability that a risky event will 

occur.For instance, being attacked by pirates is a surprisingly high risk for cargo ship 
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operators in some parts of the world; a way of reducing the risk is to use other routes 

that avoid the most dangerous areas.Afirm that is worried by environmental or 

political factor risks can move to a location where these cause less concern. 

At a more basic level, warehouses can reduce the risk of shortages by increasing their 

stocks; delivery firms can reduce their chance of late arrivals by allowing more time 

for journeys; a firm that is worried by uncertain demand can improve its forecasting, 

and so on. 

These examples suggest that there are essentially two ways of reducing the 

probabilities; 

1-Take actions to reduce the probability that an event will occur –for example; 

increasing stocks of materials with widely varying demand; 

2-Avoid operations where risk occurs-for example, finding substitute products that 

have less variable demand. 

                                                     

As an example, imagine the risk that a key supplier will hit financial troubles.Two 

ways of reducing the probability of this risk is to pay a reasonable amount for 

materials (making it less likely that the supplier will have financial problems.) and 

switching to another supplier.(avoiding the problem).Other ways of reducing the 

probability of disruption include careful choice of locations,having good relations 

with partners,partnerships,arrangements for arbitration and negotiation,using security 

systems,free flows of information,using quality management,adequate safety 

measures,learning from experiences,solving underlying problems,involving everyone 

in the organization,identifying problems early,and host of other methods. 

2.4.3-Reduce or limit the consequences 

Often it is easier for managers to reduce the consequences of a risk rather than the 

likehood that it will happen.As an example, car seat belts do not necessarily reduce 

the probability of an accident, but they reduce the effects on the people involved.In 

the same way, reducing the lead time of deliveries from suppliers will reduce the 

consequences of material shortages. 

This illustrates the obvious point that there are two ways of reducing the 

consequences if it does occur. 

For example, warehouse managers can reduce the harm from falling objects by either 

revising practices to reduce the number of objects that fall or by insisting that 

everyone wears hard hats and protective clothing to lessen harm.Ideally, of course, 

managers would reduce both the probability of harmful events and their 

consequences. 
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2.4.4-Transfer, share or deflect the risk 

Risk transfer moves some or all of the risk from one organization in the supply chain 

to someone more able or willing to handle it.Managers do not generally like risk,so 

they are inclined to transfer any,especially those where the cost of transfer is 

significantly lower than the expected cost of internal management. 

An important point is that transferring a risk neither eliminates or reduces it.In 

practice, the overall risk to a supply chain might even increase when one 

organization transfers a risk to another organization that is less able to handle it.For 

instance, there may be a dominant manufacturer in a supply chain, like an automobile 

manufacturer, that routinely transfers risks to other members of the chain.Then a 

major company with considerable resources and knowledge may pass risks to smaller 

companies that are less able to handle them.Flanagan and Norman (1993) point out 

that,’In some cases,transfer can significantly increase risk because the party to whom 

it is being transferred may not be aware of the risk they are being asked to absorb’. 

                                                      

Insurance is the most common way of formally transferring risk from one 

organization to another.This has an insurance company accepting the risk of, say, a 

fire in return for an agreed premium.The essence of insurance is that the potential 

loss from a risk is too high from one organization to accept, but an insurance 

company can pool the risks from a large number of organizations and share the costs. 

The potential loss from having your house burn down is so high that you probably 

cannot accept the risk yourself-but an insurance company can pool the risks from a 

large number or houses, find the average cost and set an acceptable premium: 

 

Insurance premium = expected value of loss+operating costs+profit 

Not surprisingly, the greater the risk the greater the premium.On average insurance 

raises the cost of a risk,as it has to cover additional operating costs and give a 

reasonable profit, but everyone insured shares this cost,rather than having some 

individuals critically affected. 

Insurance gives some recompense for direct damage, but organizations themselves 

still suffer the disruptions to their own operations and intangible harm.In other 

words,they don not really transfer the risks and their consequences,but are only given 

some compensation. 

Some people say that it is misleading to talk about risk transfer, and we should really 

talk about compensation, deflection or, at best, risk sharing. 

Risk sharing is also common in finance, where there are many different 

arrangements, such as the forward or futures market.When a company knows that it 
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will have to buy a large amount number of some commodity, say oil, at some point 

in the future, it can simply wait and buy the oil on the spot market.But when there is 

uncertainty about the future price, the company can reduce the risk by agreeing a 

price now with traders that will deliver the oil at the future date. In effect, the traders 

are taking the chance that the spot price will be lower than the agreed price, so they 

make a profit; the company is taking the chance that the spot price will be higher 

than the agreed price, so it pays less. (And of course, the traders need not buy on the 

spot market but can also buy on thefutures market) 

Another form of sharing risks comes with third-party logistics or 

subscontracting.When a firm agrees to deliver a load to a customer by a specified 

date, it can subcontract a transport company to make the move and share some of the 

risks.The responsibilities of each partner are specified in the contract, including the 

allocation of risk.If the transport company accepts the risk of, say, delays in delivery, 

it pays the penalties but would expect a higher fee; if the original firm keeps the risk 

it pays the penalties,but pays the transport company o lower fee. 

                                                                

The partitioning of risk is largely done by negotiation and agreement-and then other 

factors come into play, such as relative power and attitudes towards risk.The actual 

division of risk depends on a number of factors,including ; 

 The relative power of organizations,with more powerful ones passing risks to 

less powerful ones; 

 The attitude to risk,with risk-averse organizations keen to pass on more risk 

and paying an appropriate price of this; 

 The control,where organizations that have most control over the risk should 

accept a larger responsibility; 

 The premiums or fees that organizations are willing to pay or receive for 

accepting a risk; 

 The expertise and experience,which allow some organizations to deal much 

more efficiently with a risk; 

 The views and analyses of the risk, which might differ in each organization. 

 

2.4.5-Make contingency plans 

Contingency plans come into effect after a risky event actually occurs, so this 

option has managers taking no immediate action, but preparing plans to deal 

with an event that might occur.Then if the event does not occur, they carry on 

as before-but if the event does occur they activate the contingency plans.A 

contingency plan is often referred to as’plan B’, which is only activated when 

an event occurs and changes are needed to the usual ‘plan A’. For example, a 

company’s normal plans might include moving goods by low-cost road 

transport, but if there is sudden emergency order it has a contingency plan of 

using higher- cost air freight. 
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2.4.6-Adapt to it 

There is a somewhat passive response, where managers accept that an event is 

inevitable and they try to adapt operations to fit in to the new circumstances. 

For example, when there is a risk that demand for a product might suddenly fall, 

managers modify their operations so that they would still be profitable with the lower 

demand.For this to work,the organization must be agile able able to change 

operations quickly enough to respond to changing conditions. 

The difference between this and contingency plans is that managers take steps 

immediately to active the plans.This has the benefit of encouraging flexible 

operations that react quickly to changing conditions and,as changes in the 

environment affect all competitors,the most flexible can seize their opportunities and 

gain a competitive advantage.On the other hand,the weakness of this reactive 

approach is that the environment,and not the organization itself,controls the rate and 

direction of change. 

 

                                                 

2.4.7-Oppose a change 

Sometimes managers get prior notice that an event is going to happen, such as a 

government announcing that new regulations will come into force at some point in 

the future.Then instead of accepting that the event is inevitable, an organization can 

resist and try to prevent it happening.Individual organizations might campaign 

against a proposed change, but usually several combine their efforts to form a joint 

pressure group. 

For example, the UK government might propose legislation to limit the working 

hours of truck drivers; transport operators generally oppose such changes as they 

increase costs, so the Freight Transportation Asssociation might lead a campaign 

against the change. 

It is usually difficult to oppose a change that has been well prepared and where 

decisions have already been made, so this option is often seen as a last resort or sign 

of desperation when all other options have failed.Presumably, most resistance comes 

from organizations that are harmed by proposed changes, and their chance of success 

depends on their relative power. 

Realistically, managers must be careful not to spend an inordinate effort opposing 

changes when they have little chance of success.Unhappily, you often see people 

continuing to resist events that are inevitable, when they would be better spending 

time and resources adjusting to the new conditions. 
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2.4.8-Move to another environment 

This probably the most extreme option and admits that some events are so risky that 

an organization can not work with them.If no other option seems to be feasible,an 

organization can reorganize and move to another market or industry that does not 

have the risk. 

For example, in the 1990s managers of ICI one of the world’s largest chemical 

companies, decided that the risks of remaining in the bulk industry were too great, so 

it changed its strategic direction, moved out of bulk chemicals and become a much 

smaller provider of specialized products. 

An acute version of this occurs when an organization finds it too riskt to stay in its 

own business environment, but can not identify another to move into-so it stops 

working and closes down.Essentially, the potential consequences are too severe, with 

continuing operations having a negative expected value.Occasionally, the risks are so 

severe that all organizations in a particular industry or market close down, and then 

the sector ceases to exist. 
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3- IDENTIFYING RISKS 

3-1 why does the organization need to identifies a supply chain risk paradigm? 

Just acknowledging the external stakeholders set the risk paradigm, regardless of 

internal efforts, is not enough to address the issue.That is only the first step toward 

discovering how to manage the risk paradigm.It is popular practice among 

organizational management to assume that ‘we decide not only what is important, but 

also address how to address it’.Realistically, a change in culture is demanded my 

modern organizations.One valuable lesson learned ower the past decade is that the 

more effective,responsive and profitable supply chain management is the one where 

all parties,up and downstream,collaborate and contribute. 

Many of today’s most critical supply chain management initiatives have evolved 

from this inclusive practice, such as Vendor Managed Inventory (VMI) and 

Collaborative Planning, Forecasting and Replenishment (CPFR). 

Setting the risk paradigm is out of your hands; however, it’s critical for organizations 

to identify the relevant risk paradigm and determine how best to function within it.It 

is like playing a game of chess.If you think your purpose is to capture your 

opponent’s queen, you lack a comprehensive strategy.The astute opponent will offer 

a queen sacrifice and you will immediately hear the word ‘checkmate’.In other 

words, if you do not understand your game, then your outcome is going to be all 

wrong. 

The reasons you need to set the risk paradigm are; 

 To establish a clear business case to effectively and efficiently manage 

your organization’s supply chain risk mitigation and finance activites 

and investments.Your available funding, resources, time and management 

attention to address supply chain risk are finite needs that should be measured 

and monitored.What is important? Obtaining external stakeholder buy-in 

validates the business activities and investment and defuses the internal 

organizational battles about what is important.This might sound trivial,but if 

you ask most risk professionals what their greatest barrier to implementation 

is they will respond,’not having clear priorities and subsequent organizational 

conflicts due to lack of clarity’.When it comes to contenting with financial 

resistance,the unfortunate truth is that risk management,as most often 

perceived by nonrisk backround management,adds nothing to the top line and 

often their perspective,nothing to the bottom line either. 

 

Any form of discretionary expenditure is tough to move up in the agenda. 
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Your task should be based on (1) identifying the stakeholders setting the risk 

paradigm; (2) demonstrably identifying profit or loss consequences of not 

resdonping; and (3) ultimately,quantifying the cost/benefit relationship. 

The challenge is to demonstrate, perhaps to management with a purely 

international accounting or marketing background that the uncertainty cost of the 

risk paradigm is not affordable.Your ability to rapidly see and measure becomes 

more important when you are looking at outcomes, causes and allocation of 

resources. 

 To justify (quantify and qualify) the business case for supply chain risk 

mitigation and financing investments.Once the paradigm is defined and 

understood, don’t assume that the capital and resources needed to support the 

risk investment will be available.If the paradigm is known, then the 

organization will be better positioned to define the assumptions and scope of 

risk activities associated with addressing the paradigm.For example, a 

multibillion-dollar U.S manufacturer decided to establish a new paradigm 

after hurricanes Katrina and Wilma.Their primary stakeholders required the 

organization to clearly demonstrate that they understood and could manage 

the risk to their Americas-base supply chain.Corporate management 

acknowledged the paradigm by mandating that the operating companies 

assess and report on their level of risk preparedness.Numerous vulnerabilities 

were identified with their current approach to managing the risk of rising 

water and winds in excess of 74 mph ( hurricane force.) However the cost of 

mitigating and eliminating all supply chain risk was prohibitive.By 

quantifying the revenue streams and supporting supply chains,as well as 

identifying and quantifying risk mitigation alternatives associated with the 

risk paradigm,the organization was able to quickly address the single point of 

failure that would result in the greatest impact.One note here: What was 

determined to reflect the greatest exposure at the operating level was not by 

default the most significant at the organizational level.When the measured 

results were aggregated at the corporate level it become clear which 

initiatives should be addressed first. 

 To align supply chain risk activities.Every organization consists of multiple 

constituencies and is organizationally fragmented.This may seem like an 

oxymoron but it is true.Today’s multinational multidivisional organization is 

made of many parts, some of which may never meet to talk with one 

another.This reality make response to stakeholders very challenging,but it is a 

reality. In such an organization, the only portion that gets addressed is the one 

that the management is aware of; so the big challenge in responding to the 

risk paradigm is to bring all of these interests together or, in some cases, to 

recognize that your organization may be required to serve several risk 

paradigms. 

                                                       



  

19 
 

You need not to only set proprieties for the best-known risk paradigm, but 

also ensure that all risk paradigms (set by stakeholders) are addressed in the 

same set of priorities. 

Exhibit 8.5 illustrates this point of view by identifying risk mitigation 

activities that are associated with each resource class. 

 

It is an interesting challenge, but one that many organizations face.Different 

segments of the organizations operating in geographically diverse areas, 

selling different products, and working in relatively isolated risk paradigms 

can not be brought under a single umbrella.You may need to confront another 

reality: you deal with multiple stakeholders sets in different dimensions, and 

you need more than one response methodology.Making risk response 

efficient demands initiatives that are worthwhile in the view of many;in fact 

the syndrome recognizes that it might be possible to maximize efficiencies 

risk and operational management processes while achieving the greatest 

balance. 

 

It can be seen that the initative approach to make your case, to improve the 

management that is smart to pick and choose among many possible 

initiatives. 

 

So the strategic argument could be ‘our risk paradigm is set outside of our 

control’ but you probably won’t convince everyone, because more often, the 

unasked questions are related to what something is going to cost or what 

profits it will produce. 

 

Instead, your argument should be ‘which initiative is going to be most 

effective in responding into to the risk paradigm set by our stakeholders?’ 

 

 Communicate to others, such as rating agencies, regulators that 

supply chain risks are being preduently managed by the 

organization.The insurance value point of view tells the traditional 

executives that if it is not measured, then it is not managed. 

 

This is true in some identifiable risks, but the risk paradigm is far 

more encompassing than a traditional risk mitigation approach.The 

risk paradigm has to merge the many potential methodologies of 

response as part of the priority-setting phase.Financing an insuring the 

mitigate risk is one of many potential responses,but it is not a yes-or-

no decision. 

It has to be folded into a larger program and used in conjunction with 

many other approaches. 
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The preceding points address some of the organizational methods for 

approaching and dealing with the risk paradigm.This assumes an orderly 

dialogue in an environment that rmains the same, at least long enough for the 

discussion to take place and action plan developed. 

 

Unfortunately, like so many management decisions, such as budgeting and 

forecasting, marketing plans, and financing, an unchanging environment is 

rare. 

 

Types of risk 

At the heart of risk management are the activities to identify, analyse and 

respond the risk.Risk identification produces a list of the risks that are likely 

to affect the supply chain and hence the broader organization.Supply chain 

risks consist of anything that might interrupt the smooth flow of materials. 

It can be seen that and immediate here, as there are a huge number of possible 

risks that can appear in almost endless variety. 

 

Most things can appear as a risk to the supply chain, the managers comment 

that when you put ‘risk’ after any other business word you find something 

else to worry about.It can be imagined that the risk of accidents to delivery 

vehicles, fire at a logistics center, industrial action, theft, loss at sea, non 

payment by customers, shortage of materials, poor- quality products, lack of 

trained people, faults in information systems, and so on. 

 

Hendricks and Singhal (2003) found that 34 per cent of supply chain 

disruptions originated from internal operations, meaning that the firm itself 

was responsible for the disruptions, suppliers were primarily responsible for 

15 per cent of disruptions, customers for 13 per cent, nature and government 

for 4 per cent each and various combinations of parties for 6 per cent.They 

found that shortage of parts was the primary reason for supply chain 

disruptions ( in 22 per cent of incidents),followed by sudden changes in 

demand (9 per cent),order changes by customers (9 per cent),various 

production problems (9 per cent),development problems (4 per cent) and 

quality (3 per cent).But how can you get anything like a complete list of 

risks? 

Perhaps it helps to classify different types of risks.Risks are described as both 

internal (that appear in normal operations) or external (that come from the 

outside the supply chain). In practice, internal and external risks are not 

necessarily distinct.For instance; a financial problem might start outside the 

organization when a customer fails to pay a bill, but then it becomes an 

internal risk from the organization’s subsequent cash flow problems. 
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Or an external risk of rising prices for a raw material causes managers to 

increase stocks and hoard materials, thereby creating new internal risks of 

obsolescent stock, damage, loss,deterioration and all the other risks that come 

from excessive stocks.There is no clear border between internal and external 

risks, and we could argue that all internal risks are really triggered by variable 

customer demand,shortage of stock is triggered by late deliveries from 

suppliers,variable demand is triggered by customer preferences, and so on. 

 

We can extend the classification of supply chain risks by seeing how they 

move along supply chains.Cleraly diseases, such as foot-and-mouth disease in 

cattle and SARS; can move with the flow of materials and attack at any point 

of the chain.In the same way, computer viruses can be carried through 

connected IT systems. 

 

In reality, many other risks can also travel along supply chains, such as 

financial problems that are transferred between members, shortages of 

materials, uncertain deman for final products, and concerns for product 

quality.So a more detailed view of supply chain risk can describe risks as 

internal risks, which either are inherent or arise more directly from 

management decisions, risks within the supply chain, or risks in the external 

environment. 

 

Other classifications 

 

This classification of external and internal risks is only one option and we can 

look at them in several different ways.An alternatives is to consider risks to 

the three related flow of materials, money information in a supply chain, and 

then add a fourth type of risk based on the ways that these flows are 

organized: 

 

1) Physical risks are associated with the movement and shortage of 

materials-and include risk to transport,storage,delivery,material 

movement,inventory systems,etc.These risks typically appear as late 

deliveries,interrupted transport,damage to doods shortage or 

stock,missing products,accidents and so on. 

2) Financial risks are associated with the flows of money-and include 

risks to payments, cash flows, debt, investments, accounting systems, 

etc.These risks appear as poor returns on investment, excessive costs, 

unpaid bills, shortage of cash, missing accounts and so on. 
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3) Information risks are associated with the systems and flows of 

information- and include data capture and transfer, integrity 

information processing, market intelligence, system failure, etc.These 

risks appear as missing data, errors in information,breaches of data 

security,systems failure,incorrect transactions and so on. 

4) Organizational risks arise from the links between members of the 

supply chain-and include relationships between suppliers and 

customers, alliances, shared benefits, etc.These risks appear as poor 

communications, lost customers, problems with suppliers, 

disagreements over contracts, legal disputes, etc. 

 

Other suggested categories include environmental, demand and 

supply, process and comtrol risks.(Mason-Jones and Towill,1998),and 

supply market,supplier,regulatory and supply strategy 

risks.(Minahan,2005)  

 

Merna and Smith (1999) give a somewhat longer list of risks to 

projects, and we will use this approach to give the following list of 

common risks to supply chains: 

 

 Strategic- Arising from strategic decisions made within 

organizataions that directly increase the risk  

 Natural- Arising from unforeseen natural events such as 

extreme weather, lightning, earthquakes, flood landslides or 

outbreaks of diseases. 

 Political-Such as government instability, new legislation (such 

as the Sarbanes-Oxley Act), regulations policies, permits, 

treaties, customs barriers conflicts of wars. 

 Economic- From the broad economic environment, including 

interest rates, inflation, currency exchange rates, taxes and 

growth. 

 Physical- Risks to buildings and facilities,such as traffic 

accidents,equipment failure,congestion or limted capacity; 

 Supply- All issues with the movement of materials into an 

organization, including resources, supply market conditions, 

constraints, limited availability, supplier reability, lead times, 

material costs, delays, etc. 

 Market-All aspects of customer demand, such as level of 

demand, variability, alternative products, competition and 

patterns of change, 

 Transport- For all movements of materials, including risks to 

the infrastructure, vehicles, facilities and loads. 
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 Products- Risks arising from product features, including 

technology used innovation, product mix, range, volumes, 

materials used and standardization. 

 Operations- Arising from the nature of the activities in the 

organization, type of process, complexity, technology, special 

conditions, after-sales service, etc. 

 Financial- All money transactions, including payments, 

prices, costs, sourcing of funds, profit and general financial 

performance. 

 Information- Including the availability of data, data transfer, 

accuracy, reliability, security of systems, etc. 

 Organization-Arising from the way the organization 

works,including it’s structure,disputes, types of interactions, 

subcontractors, communication flows,culture, etc. 

 Management- Risks arising from their knowledge, skills, 

experience, decisions, real aim, etc. 

 Planning-Risks from the design and executions of plans for 

operations, including mismatch between supply and demand, 

inadequate detail, missed constraints, poor forecasting, lack of 

synchronization, etc. 

 Human-From all the complex interactions between people, 

including working requirements, aims, culture, human errors 

and industrial action. 

 Technical- New technology in processes, communications, 

new products, process designs and reliability. 

 Criminal-Arising from all illegal activities, such as theft, 

fraud, vandalism and terrorism. 

 Safety- To people and facilities, including accidents, 

hazardous substances and fire. 

 Environment- eg pollution, use of resources, traffic and 

regulations. 

 Local permits- Usually administered by local government and 

including planning permissions, land use, local policies, 

grants, etc. 

  

 This list is especially as it is by no means exhaustive and only 

suggests the main types of risk.A risk is any issue that might 

cause some concern.As supply chains span in the world, these 

might be as diverse as a traffic jam in Pargue that delays a 

delivery to Vancouver, A hurricane in Texas that causes fuel 

prices to rise in Spain, a rainstorm in Johannesburg that delays 

the start of a mining project in Quito, a missing payment from 

Nigeria that causes financial problems in Sri Lanka.     
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     3-2 Risk Register  

The purpose of risk identification is to produce a list of the most significant risks to a 

supply chain, and this list is often described as a ‘risk register’ or ‘risk portfolio’. 

This is is a document-or more usually an entry in a risk database-that records the 

features of the riks. 

The identification of risks is a difficult job, with Stemmler (2006) saying that 

identifying risks ‘poses an almost insurmountable challenge for line managers’. But 

this is an essential step in risk management.For this reason it can not be left to 

informal arrangements, but has to be properly organized using the best tools and 

methods. If this is not done, significant risks can be missed- or alternatively 

managers get carried away and list every risk that they think of, giving trivial risks 

too much weight. 

You can find examples of both of these effects- such as firms that do not notice that a 

major customer is going out of business, and conversely education authorities that 

ban all school trips because of the tiny chance that pupils might hurt themselves. 

In august 2006, the UK Health and Safety Executive became concerned that their 

advice was being used as an excuse for cancelling any public activity with even the 

slightest risk, and they started to give warnings against taking their advice to 

extremes (Hunt, 2006). 

When we say that the managers should identify the most significant risks to the 

supply chain, an obvious question is how many they should consider. Should they 

consider the main half-dozen riks, or are we talking about a few hundred? 

Unfortunately, each supply chain is unique and works in different circumstances, so 

we cannot really even give a quardline. 

Presumably a nuclear power station will consider far more risks than an account‘s 

office, but the decision about whether the risk register should contain two risks or 

two thousand must remain a matter of management judgement. 

Identified risks 

There is a considerable variation-and disagreement- about the most significant risks 

facing supply chains. 

A survey for Accenture conducted by S Radoff Associates found that leading risks to 

supply chains are (Malone, 2006a): 

 Raw material supply disruptions (50 per cent of respondents) 

 Import operations and customs delays (36 per cent ) 

 Longer supply les and lead times (35 per cent ) 

 Geopolitical instability (35 per cent) 
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 Shortage of skilled labour ( 35 per cent) 

 Terrorist infiltration of cargo (30 per cent) 

 

A similar survey by AMR Research found that the main risks are (Malone, 2006 b): 

 Supplier failure ( 28 per cent ) 

 Strategic risk  (17 per cent ) 

 Natural disaster (15 per cent ) 

 Geopolitical events (11 per cent) 

 Regulatory risks ( 11 per cent) 

 Logistics in failure ( 10 per cent ) 

 Intellectual property infringement (7 per cent) 

 

A survey by Richmond and Associates (2007) found that the risks most commonly 

identified by European supply chain managers were: 

 Loss of the information system; 

 Loss of the site; 

 Government regulations; 

 Currency fluctuations; 

 Fire; 

 Extreme weather; 

 Floods and other natural disasters; 

 Industrial action; 

 Pressure group protest; 

 Product safety; 

 Health and safety issues; 

 Loss of suppliers; 

 Single sourcing; 

 Supplier reliability; 

 Poor forecasting; 

 Shortage of key materials; 

 Lean operations; 

 Long supply chains; 

 Delays at frontiers; 

 Lack of flexibility; 

 Capacity problems; 

 Traffic congestion; 

 Shortage of key employees; 

 Equipment failure; 

 Political unrest or warfare; 

 Terrorism. 
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3-2-1 Organizational and Industry Risk 

We know that risks are not limited to individual members of a supply chain but are 

transmitted to all members, and the lesson is that organizations should not work in 

isolation but should coordinate their risk management to tackle their common 

problems.Another facet of shared risks is the difference between organization-

specific and industry- wide risks. 

An organization specific risks affects an individual business (or more accurately its 

supply chain), typically reducing its market share, income, profitibality, 

competitiveness and performance in general.The point is that one organization is 

losing out to others in the same industry.These effects may be short-term, but with 

serious problems they can become very long-term or even permanent. 

On the other hand, an industry-wide risk affects all organizations in the same 

industry, leaving them all in the same boat-in the way that all transport companies 

suffer when fuel prices rise and all investment companies suffer when stock markets 

fall. 

The importance of this difference appears with the type of response.An organization-

specific risk encourages each firm to work in isolation, looking after its own interests 

and looking for a competitive advantage over competitors hit by problems.An 

industry-wide risk risk encourages  cooperation, with competitors working together 

to overcome riks for their mutual benefit.This gives a clear message that the scope of 

the risk determines the best type or fesponse-and particularly whether it is best to 

work in isolation or cooperate with other members of the chain or industry.With this 

in mind, Christopher et al (2002) describe risk as occurring at four levels; 

Level 1: Risk to underlying operations: This views the supply chain as a simple 

pipeline, with risk affecting the smooth flow of materials, money and 

information.Risks come from problems with material flow, variability in demand and 

other market conditions. Then the best approach to risk management is to improve 

visibility, giving more efficient flows better-controlled operations. 

Level 2: Risk to assests nd infrastructure: This considers the assets used to move 

the materials, money and information considered in level 1, with the supply chain 

defined in terms of its infrastructure. The nodes in the supply chain are the facilities 

that house assets (such as factories, logistics centers, retail outlets, etc) and these are 

linked through the infrastructure (roads, pipelines, communications etc).Now the 

risks appear as potential damage to the links or nodes-and these are typically tackled 

by actuarial analyses based on historical data. 

Level 3: Risk to organizations and inter-organizational networks: This steps 

back to consider supply chains as networks or trading relationships between 

organizations that own and manage the assests. 
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Now risks appear as failed relationships between these organizations, arising through 

outsourcing, business failures, mergers, acquisitions, dominant organizations and all 

other potential problems with such networks. The best ways to manage such risks 

include closer, long term relationships, partnerships, multiple sourcing and 

outsourcing. 

Level 4: Risk from the environment: This includes all aspects of the industry, 

market, business and physical environment within which the supply chain works.The 

problem here is that risks are outside the control of supply chain managers, but they 

can play their response. 

For example, a new technological development might make demand for an existing 

product less certain, a company cannot avoid this risk, but it can make contingency 

plans, perhaps becoming more agile to respond quickly to changing markets. 

Identifying risks 

Risk identification reviews the uncertainties in supply chain and lists the consequent 

risks.We already know that it is virtually impossible to list every conceivable risk, so 

it is fairer to say that identification gives a list of the most significant risks.This is a 

key activity, which forms the foundation for all other aspects of SCRM, so it must be 

done properly. 

A reasonable way of identifying risks is to ask people who are familiar with the 

operations for their opinions. Provided they have an intimate knowledge for the 

organization, its operations and its environment, this can give reasonable 

results.Consultants and outside bodies can give some valuable insights, but it is 

generally much better to have internal people who ar familiar with all conditions, 

communicating well,using rusted methods and creating in-house ownership. 

However, people work in operations presumably have a detailed knowledge of how 

they work.But this does not necessarily mean that they can identify the risks, which 

needs a completely different set of skills.So a major failing of personal observation is 

that it is unreliable, recognizing the most obvious risks rather than the most 

significant, completely missing important risks and listing trivial ones.Another point 

is that some managers are reluctant to admit any risks, as this suggests some kind of 

failure or weakness. 

They will inevitably focus on the risks they will be held responsible for, rather than 

the most significant- so they are more likely to plan for the minor risks from excess 

stocks (for which they are responsible) rather than the major risks from terrorism (for 

which they will not be held responsible).  

This could be the reason why firms are apparently not concerned by major events 

(such as Chernobyl nuclear power plant accident, Hurricane Andrew etc.) 
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The conclusion is that organizations really can not rely on personal knowledge and 

informal procedures, but need some more formal arrangement for identifying 

risks.But we can summarize the risk arranegement process as taking inputs (details of 

products, operations, the business environment,suppliers, finances and everything 

else needed to give a detailed description of the supply chain), using tools on these 

and giving the outputs ( a list of risks, their resources, symptoms,triggers and 

consequences, as recorded in the risk register.)  
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Figure.1- A summary of risk identification. 

 

Procedure for risk identification 

In principle, there is a general procedure for identifying the risks in a supply 

chain.This divides the whole supply chain process into a series of dinstinct 

operations, studies the details of each and systematically assesses the riks in each. 

The general procedure for risk identification has the steps: 

1) Define the overall supply chain process. 

2) Divide this into a series of distinct, related operations. 

3) Systematically consider the details of each operation. 

4) Identify the risks in each operation and their main features. 

5) Describe the most significant risks in register. 
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It is never easy to identify risk, and range of formal tools have been 

developed for the actual identification of risks in step 4.Some of these tools 

are general in that they can be used to historical data rainstorming, cause-and-

effect analyses, faul trees, process mapping, likehood-impact matrices and 

scenario planning); some are specifically aimed at the supply chain (such as 

supply chain mapping and audit,critical path identification, relative 

importance to the supplier and relative importance to the customer). 

 

Some tools work by analyzing past events, some by collecting opinions and 

others by directly analyzing operations.The choice of appropriate tools 

depend on circumstances, and particularly; 

 

 The size and complexity of operations, 

 The organizational experience with risk management, 

 The type of information needed and already available, 

 The availability of resources,particularly people and time, 

 The levels of skills and knowledge. 

 

 

Problems with Risk Identification 

In principle, when a firm sets about risk identification in a systematic way it should 

end up with a register of the most significant risks.But there are often difficulties that 

make this very difficult.We know that risk management starts with the recognition 

that risks exist and need proper management, but some firms do not even reach this 

stage. 

Someone within an organization has to recognize the importance of risk management 

and be senior enough to make tne necessary arrangements.Then the assumption is 

that the benefits of risk management become so clear that the firm will quickly adopt 

its principles and it will eventually become a part of the corporate culture. 

But it may not be in everyone’s interest to identify a risk.For instance, imagine a 

group of managers who are ware of some risk, but reporting it to senior managers 

might appear as a failure in their own abilities.The implication is that they have not 

understood their operations well enough to eliminate the risk, or their lack of skills 

means that they are facing problems that they can not solve. 

When an admission that risks exist is seen as a sign of incomplete knowledge or 

inadequate skills, the managers will try to hide any risks by simply denying their 

existence.An another incentive to ignore some risks comes from the practical 

observation that the people who identify a risk are often given responsibility for 

dealing with it-even when they are not in best position, they do not have necessary 

knowledge and skills, and it is outside their control. 
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The same effect also appears at an organizational level. Each member of a supply 

chain wants to the other members to present low risks.This leaves each member 

reluctant to admit their own risks, as they might lose business to competitors who are 

not so open. This returns to the discussion of integration, where working together has 

clear benefits- but there are also clear incentives for wach partner to withhold 

information that might cause them commercial damage or embarrassment. 

Avariation on this theme has the significance of a risk depending on the perceptions 

of the person considering it. In other words, different people view the same risks in 

different ways.For example, an accountant might consider the risks from accounting 

anomalies as less serious- or possibly more serious-than equivalent risks to 

operations.It usually seems that the risks facing other people are inherently less 

severe than those we face ourselves, but, as they are less successful in dealing with 

them, our risks become considerably less worrying. 

Even when there is the will to identify risks, the sheer size of the problem can give 

practical problems.There are always a huge number of risks to an organization, but 

these are amplified when managers begin to look for risks in the broader supply 

chain and consider the risks to their trading  partners.But we have already suggested 

that ignoring risks to other members of the supply chain gives poor results, as it 

effectively hides them until the harmful events actually occur-at which point it is too 

late to react.And when every organization focuses on it’s own risks, there is an 

implicit transfer of risk from stronger members of a chain to weaker members that 

are less able to deal with it (Kendall,1998). 

Unknowable Risks 

Perhaps the greatest problem with identifying risk is the one that it is simply 

impossible to identify every conceivable risk.Even when manages put a lot of effort 

into forecasts and do every conceivable analyses, the future is essentially 

unpredictable and there will still be unforeseen events.For instance, a major 

earthquake in a stable region is essentially unforeseeable- as is a terrorist attack, the 

outbreak of SARS, industrial action, fuel shortages and many other external events  

that can disrupt supply chains.There are four reasons why events are unforeseeable: 

1) Inherently unknowable risks are the true unknowns, where risks are 

completely hidden and only emerge when unexpected events suddenly hit a 

supply chain.As there are no signs of inherently unknowable risks before 

their events actually appear, we could argue that they are not really risks at 

all. Risk implies at least some minimal knowledge of future events, but with 

inherently unknowable risks we have complete ignorance until something 

actually happens.Business continuity management is the only way of dealing 

with such problems. 

2) Time-dependent risks only emerge with the passing of time.Risk 

identification can only work for some limited time in the future. 

                                                          



  

31 
 

3) Progress-dependent risks depend on the way that operations moved 

forward, and they only appear when a certain amount of progress has been 

made in a particular direction.So these depend on both of the passage of time 

and the direction in which the organization moves.For instance, if managers 

decide to introduce leaner operations to their supply chain, some risks will 

emerge when they have moved some way in this direction.Another factor 

here is that managers’ perspectives will also change when they move in one 

direction, so their perception of risks will also change. 

4) Response-dependent or secondary risks only appear when action is taken 

to respond to an existing identified risks only appear when action is taken to 

respond to an existing identified risk.So the sequence of events has an 

identified risk, followed by management response, which then creates a new 

risk.For instance, managers might identify a risk from material shortage, so 

they respond by increasing stocks, which increases the risks associated with 

excessive stock levels.Until managers take action these risks do not exist, so 

they cannot be seen before the response is implemented. 

 

Apart from the inherently unknowable risks, all of these depend to some extent on 

time- as time moves on, the risks change.The simply reinforce our earlier warning 

that risk management is not a job that is ever completed, but it is a continuing 

process. 

In reality, many risks do not suddenly appear but emerge over time- particularly 

socio-political riks (protests, strikes, new legislation, regulatory changes, etc), 

geopolitical shifts (such as the growth of the European Union, the collapse of the 

former Soviet Union, and the emerge of China as a major exporter) and changing 

economic conditions (currency fluctuations, business cycles, interest rates, etc). 

Routine scanning of the business environment to detect the early sign of such 

changes is an essential part of risk management. 

 

Risk identification is a complex process-and it is by no means an exact science.There 

is always the huge number of possible risks, as well as unknowable ones, that we 

cannot recognize and that appear out of the blue.Using formal procedures for 

identification, along with regular reviews, should minimize the surprises.And 

member that alternative is to sit back and wait until you are hit by the inevitable 

unforeseen events that can cause irreparable damage to your operation. 
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4. ENTERPRISE RISK MANAGEMENT 

 

ERM is a holistic approach that views all the areas of risk as parts of an entity called 

risk.In addition to the fact that the division of risks across the various categories 

listed above requires tailored decisions, what one organization may call strategic, 

may be considered operation a in another.The view is that the classification into such 

areas is an important tool to help decompose a very problem into smaller pieces.         

However, all these pieces must be dealt with and then looked at by a senior manager 

in order to determine which risks are dealt with first, which later and which will 

currently be knowingly ignored or perhaps accepted without any action to manage 

them. 

 

This basic creed of ERM is simple: ‘A risk, once identified, is no longer a risk-it is a 

management problem’ Indeed, a telling phrase, putting the responsibility and the 

accountability of risk management and its consequences right where they belong- on 

the organization’s management.It is based on the realization that the issue of what 

type a risk is- while relevant to the handling of that risks- is totally immaterial when 

it comes to damages resulting from that risk. Different types of risks may result in 

similar damages to the organization. 

 

Therefore, the decomposition of risks into separate areas by their functional root 

causes is no more than a convenience and not an inherent feature of risk.As a result, 

all risk management efforts, regardless of their functional, organizational, or 

geopraphical attributes, Should be handled together.They should not be treated 

differently just because of expediency or because some functional areas have 

‘discovered’ risk- sometime disguised by other terms- sooner than other areas.For 

example, just because accounting deals with functional expose does not mean that 

risk management should be subjugated to that functional area. 

 

For example, the fact that IT departments have been dealing with disaster recovery 

planning (DRP) to their own installations and services does not mean that risk 

management belongs in those departments. Risk management should be a distinct 

activity of the organization, located organizationally where management and the 

board of directors deem best, and this activity should utilize the separate and 

important skills deployed in each department-be it accounting.IT or any other 

department- as needed. 
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4.1 State of the art in enterprise risk management 

A well- established concept that has been deployed across different industries and 

situations is the concept of three lines of defence. It consists of: 

 

 The business. The day-to-day running of the operation and the front 

office. 

 Risk and compliance. The continual monitoring of the business. 

 Audit. The period checking of risk and compliance. 

 

This approach has offered thousands of organizations a solid foundation upon which 

to protect themselves against a range of potential risks, both internal and external.             

Regardless of circumstance, three lines of defence concept are reliable and well 

proven, but it needs to be periodically updated. Otherwise, its ability to meet the 

regours of today’s market, where there is an increasing number of risks and 

regulations, and an ever-increasing level of complexity, becomes outdated. 

For the three lines of defence to succeed, the communication and relationship 

between them needs to be well defined and coordination across all three lines must 

be clearly established. This is not easy to accomplish.In the majority of 

organizations, management of the various forms of risk-operational risk, compliance 

risk, legal risk, It risk, etc.- is carried out by by different teams, creating a pattern of 

risk silos. Each form of, or risk silo, is managed in a different way. The situation 

leads to a number of negative consequences. 

4.2 What are logistics risks? 

Logistics is the flow of goods and information and other resources, including, water, 

energy and people between the points of origin and point of consumption. 

Coordination and movement, scheduling, fueling and compliance are a few logistics 

issues that must be managed with no margin for error (Risk management). 

But this is what logistics management is about? Moving information, people and 

goods in the most effective and efficient means possible (plan, implement, and 

control the efficient, effective forward and reverse flow and storage of the goods, 

services and related requirements). Most of us probably think of logistics 

management in terms of transportation such as air, rail, and motor and pipeline. 

It’s more than just the simple but high- priority job of getting goods from point A to 

point B. Logistics management involves the integration of information, 

transportation, inventory, warehousing, material handling and packaging, safety and 

security. A ripple effect of missing of logistics target never diminishes a severity; it 

always increases as it spreads throughout your supply chain. 
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Risk management would be easy is supply chains were static. However the 

movement of the goods creates uncertainty and logistics is all about 

movement.Before goods become final products; raw materials are extracted from the 

ground, forests, water and fields and then transported to suppliers.The goods 

(materials, component part, and liquid) are later shipped to manufactuers, assemblers 

or rafineries. 

                                       

The goods are typically, converted into work in progress or finished products.These 

goods are constantly moving through the product life cycle, with an occasional stop 

in a warehouse, distribution center or factory.The speed, frequency, and size in 

which the goods are move through the supply chain ar dicdated by demand and 

controlled and coordinated  in logistics center. 

During the journey, goods are exposed to a continous barrage of risks, including 

theft, destruction, delays, spoilage and even obsolescence; thousands of 

vulnerabilities, single points of failure are presented throughout of life cycle of 

global supply chains. 

Logistics risks can be attributed to the failure of an obscure resource-one that is 

critical to the supply chain.One such example occurred in the late 1990’s when the 

enactment of an executive order led to a shortage of shipping pallets. 

The U.S. president was forced to enact an executive order to address the threat of 

invasive species being transported into the country.The Asian Longhorn Beetle was 

finding its way into the wood pallets used for bulk transport of products.The single 

point of failure was the pallet itself.So in this case, the risk parasite and the biological 

parasite were one and the same. As the regulatory change took place, wooden pallets 

were phased out. 

Fortunately, the regulation did not immediately terminate use of the pallets.Shippers, 

consumer product companies, and others for the most part, were able to avoid a 

catastrophe.However the executives at several large number consumer product 

companies had experienced pallet shortages and it was a serious problem.Bottom 

line: goods can not be shipped or trucked without pallets, nor can the supply chain 

operate without organizations such as CHEP USA that manage the logistics of these 

pallets (availability, quantity, quality, location).If these event had occurred at 

October 2007, when Chinese imports into the Unied States were $ 31.5 billion for the 

month versus $ 8 billion in October of 1999, the impact from the regulatory change 

would have been catastrophic.The shortage of  pallets would have severely delayed 

shipments and led to potential spoilage (food and agriculture) or obsolescence of  

goods and a significant decrease in fill rates. 
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The supply chain of these organizations affected, as well as the supply chains of 

others in a chain of independencies would have come to crashing halt.The possibility 

of systemic failure was initiated by a single parasite, a single point of failure. 

Are pallet providers and other third parties included in the scope of your supply 

chain (logistics) risk management practices? Even in a small country, such as 

Malaysia, the considerations are extensive. 

These shows how something as simple as infected wooden pallets can have 

devastating effect on many supply chains.As a side note, the substitution of plastic 

pallets for wood presents yet another risk, the commodity classification within the 

facility (e.g warehouse) is potentially higher.Plastic pallets burn much better than 

wood, which in turn threatens the integrity of the fire suppression system. 

The increased combustion must be factored in when sizing fire suppresion 

equipment.But logistics risk is not limited to safe shipping methods and devices.You 

also have to be deeply concerned with managing logistics risk in the security of 

goods in transit and even at rest. 

Cargo and warehouse theft 

Cargo theft is the one of the biggest risks facing logistics managers and their 

organizations, and one of the more difficult to contend with give cost constraints and 

volume of the goods movement.One estimate states that cargo theft costs Americans 

$60 billion annually.Another report cites that 5 percent of all container movement in 

the world results in loss through theft, damage, and delays.The report stated, ‘With 

more than 675.000 registered interstate motor carriers moving 65 percent of the 

freight in the United States, the opportunity for theft is at an all time high.’ And the 

National Cargo Security Council estimates that cargo thefts account for up to $25 

billion in direct merchandise losses each year. The problem is global. In 2007 the 

report cited direct losses from the theft of trucks and cargo at $8.2 billion euros 

between 2001 and 2005. Romania, Bulgary and Polland suffered the heaviest losses, 

but the Netherlands, Britain, France and İtaly also have high risk highways, the 

report said. 

 

In the United States, the top states for theft were Texas and Georgia; top products 

stolen were consumer electronics, food and food products clothing and foot-wear, 

computer technology, metals (cooper, nickel), and pharmaceuticals.Most thefts 

happened on the weekend (and tle least on Friday).Truck and parking stops are at the 

top of the list, plus modal yards and unsecured areas, drop lots, motels, restaurants, 

malls and casinos. 
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Th impacts include value of goods, business downtime, reputation, loss of 

opportunity to market seasonal goods, and total loss of product sales.Theft is the 

fourth-largest cost of business after equipment, fuel and labor. 

 

A lot of risk emphasis is focused on threats, notably within warehousing facilities 

and stores or factories.But this is only one of the logistics challenges.Today the 

21.century, a scourge of the 17. And 18. Century has returned: piracy. 

                                                  

The Piracy Risk  

Protecting goods once they got to your warehouse is essential, of cource but how 

sure are you that these goods can even arrive safely? Considering only one transit 

risk- increased piracy-many industries may want to seriously consider moving their 

supply chains closer to home or to regions not at risk. 

Beginning in 2008, an unprecendented rise in piracy incidents brought chaos to 

international logistics and negatively impacted to the global supply chain.The 

majority of problems come from Somalia and Nigeria, but piracy generated from 

Indonesia makes ships leaving from major Asian ports just as at-risk as those passing 

through the Indian Ocean. In the first nine months of 2008, 199 incidents were 

reported to the International Maritime Brueau (IMB) and its Piracy Reporting Center 

(PRC). These included 115 boarded vessels, 31 hijackings and 23 vessels fired 

upon.Plus, 581 people have been taken hostage, nine kidnapped,nine killed and seven 

missing and presumed dead.These are no longer random attacks, and crew safety is a 

problem equal to the potential disruptions to the supply chains of many 

organizations.Because the Golf of Aden is at a strategically important point in the 

supply route between Asia and Europia, the problem has to be solved –either by 

eliminating the piracy risk or choosing to take a longer shipping route round Africa. 

Complicating the many transportation-related risks in the supply chain is the 

unexpected risk that occurred during the shipment. In 2006, a ship transportating 

4.703 brand new Mazdas came close to sinking in the pacific when it was caught in 

rough seas. Because the ship listed at 60 degrees of extended peiod when in danger, 

the possible damage to the automobiles became issue.Possible damage to engines 

could be caused if corrosive liquid seeped into various chambers and so, rather than 

live with the risk resulting from selling damage cars,Mazda decided to destroy the 

approximetly $ 100 million worth of new cars. To do so, the company had to create 

what was termed a ‘disassembly line’ which took over ayear to create the everyones’ 

satisfaction. The city of Portland, Oregon where the shipment ended up, wanted 

assurances that antifreeze, brake fluid, and other hazardous materials would be 

handled properly.Insurers covering Mazda’s losing also wanted assurances that the 

company would not sell off parts and profit from the mishap after receiving its 
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settlement dollars.So every wheel had to be sliced, battery rendered inoperable, and 

even CD players smashed in the disassembly process.The cost was significant. For 

example, rendering the six airbags per car unusable (a 30-minute process for all six), 

multiplied by 4.703cars, required over 2.000 labor hours.And that is only one step in 

a very expensive process,all caused by rough seas. 

 

How would organizations better manage supply chain risk by beginning 

with a demand view? 

Organizations will need to establish greater visibility and transperancy into 

the supply side of the chain.Just as critical, organizations need to begin the 

demand view by establishing visibility downstream- into the demand side. 

Specifically, the organization should establish a clear line of sight, and better 

understanding of; 

 Customer and demand 

 Market trends (local and global) and competition 

 Distribution and sales channels (ability to get the product to the 

market) 

 The external environment and the macro economic, cultural and 

geographical factors that impact it, such as a financial downturn, 

protectionism\trade restrictions, and geographical instability. 

 

Of cource, some events can not be planned for.Even professional analysts know that 

is becoming difficult, if not impossible, to accurately forecast market or client 

patterns in a constantly changing and volatile global marketplace. For supply chain 

risk management, the problem is that you need to forecast the demand cycle between 

the supply chains, but you can not forecast how risk will affect demand.However, 

you can do some planning, by diversifying supply, remaining agile (by ready to 

change your supply chain network configuration quickly), providing trusted suppliers 

with greater visibility into your demand data and inventory patterns, and by 

spreading risk. 

A push\pull is created between demand and supply (with operations in the middle) 

whenever a threat is presented. Demand rules by pulling on the opartions and supply. 

The demand-based question is ‘what is the effect of an event on demand\forecasting? 

What is the organization’s upper and lower thresholds before the stress forces 

reconfiguration of the upstream? What customers and relationships are most 

important? What consumer regions, facilities, and raw materials are affected?’ On 

the supply side, the question is quite different: ‘what is the effect of an event on 

inventory\supply?’ 

For the moment Mexican government do little to mitigate its risks for the tourism 

business. (Decreasing demand pull), some future steps can be taken, and including 

heightened preparedness and improved public information and communications 
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(supply push). How would the government instill confidence again in the market? 

Who are the most critical customers and what the most important products- the ones 

that define success? What incentives would be needed to accelerate demand? Are 

supply chains nimble enough the respond and adjust to a geographical shift in 

demand, let’s say if a particular state in Mexico were to recover faster than others. 

In another example, in November 2008, terrorist attacked in Mumbai, India’s major 

business and tourism center, focusing on a train station, Jewish center, and luxury 

hotels where foreign visitors stayed. The death tool was 195, with another 300 

injured.  

Many local business owners began feeling the effects immediately and estimates 

were that tourism levels would not return for at least a full year. Lessons can be 

learned from this example as well as others on how to best restore confidence and 

expedite the return to normally. 

Business and government learned this valuable lesson after Hurricane Ivan 

devastated the Caymans in 2004 and Katrina hit New Orleans and surrounding 

communities in 2005. Tremendous public and private sector efforts and expense 

went into restoring confidence and reestablishing brand.The battared supply chains 

were reconfigured and, in some instances, new player’s emerged.Of cource the 

platinum standard case is the way in which Jonson&Jonson was able to reestablish its 

position as market leader by effectively managing the 1982 Tylenol contamination. 

Its supply chain configuration changed as packaging requirements became more 

stringent and need for reverse logistics to support a recall had to be more efficient. 

Once again, demand drove supply. In all instances, to more effectively and 

efficiently manage supply chain risk, the organization had to gain better insight into 

the markets and customers they serve, as well as the geographical environment. 

The point of view about the origins of business activitiy affects how you define and 

design a supply chain. This inevitably also affects how you address supply chain 

risks, if at all.Mandyam M.Srinivasan best summed up the role of supply chain in 

relation to demand in his book Streamlined ( South-western educational, 2004) 

The role of the operations strategy is to give the enterprise the ability the cope with 

changing customer preferences. (Supply chain) products and process should be 

designed to promote strategic flexibility. 

The design of an effective risk management system requires that the supply chain be 

completely understood, from source to final destination.This of cource must start 

with an understanding of demand.This requires that everyone your organization; 

 Questions their own basic assumptions about the business. 

 Broadens their organizational view (scope) to include not only the immediate 

environment but also the remote environment of suppliers, vendors, and even 

customers. 
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 Evolves this level of comprehension to understand where demand comes 

from. 

 Engages all parties, upstream and downstream, to collectively manage risk. 

                                          

Building demand-based strategy 

As you forecast where your organization is going in the coming fiscal years, you 

have to be concerned about the financials; revenues and earnings as well as 

maintenance of cash flow and availability of financing. These are big issues, but you 

also have to worry about the less-obvious but equally important issues of risk. 

Specifically, risk that threaten the customer perception of your company and it’s 

presence in the market are risks you can not afford to suffer. 

It is becoming obvious to anyone to an organization with a complex and multi-track 

supply chain that the organization cannot do it all.So how do you even begin to think 

about understanding and managing the complex issues of supply chain risk 

management? Here are some recommendiations based on the priority of the demand 

view; 

 Always begin by gaining insight into the customers, distributions, market 

and external environment; then prioritize.The first step in risk management is 

always to identify, then prioritize (and measure).This applies in all situations.In 

your organization, priorities in risk managemet identify the highest priority first 

and go from there. For example, demand may quickly shift to the source of 

supply if the sentiment in the local geography leans toward protectionism or 

turning inward.When 10 percent of greater of your working population is depend 

on a domestic- based industry, as was the case in France according to Francois 

Roudier, the director of communications for the French Carmakes Trade 

Association (CCFA), the likehood of abnormal demand shifts became quite 

real.Your organization’s products and services must be rationalized and 

prioritized as well. 

 

 Look for ways to effectively partner with suppliers to focus better on the 

demand end of the chain. Begin managing the supply chain risk by immediately 

developing effective initiatives to partner with suppliers.Define the demand 

element and then adjust the supply side to make it a better fit. This partnership 

should include understanding customer and market expectations of 

quality,development of specific and strict quality standards,methods for 

monitoring production to ensure that the standards are met; funding by your 

organization to help suppliers comply with thee new requirements; and 

finally,reaction standards in case of noncompliance- especially if your 

organization has funded change- is to immediately cut off a supplier and find one 

that will work with you.The customer expects that these steps are taken to 
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prevent such basic problems as product contamination; realistically,through, the 

essential and basic steps are not taken. 

 

 If you decide to transfer or assign risk to a third party, you have to include 

an overlay of direct oversight of the demand risks that are most important. 

                                                             

If you do not, then you can not provide assurances to your customers that all is well. 

Many responses to the introduction of high-priority risk involve simplistic 

solutions.For example, why not simply transfer or assign the risk to your suppliers? 

In other words, just tell your suppliers that you have to shore up their own supply 

chain. Even if you fund an improvement in the supply chain, however it is not going 

to work unless you also impose direct oversight.In this regard,you are responding to 

the demand element by making sure that quality control moves all the way to the far 

end of the supply chain. 

You cannot trust anyone else to care for product quality as much as you and the real 

stakeholder in your company must protect these interests even if that means putting 

inspectors and quality control monitors in the suppliers’s factories.The demand 

expectations are not limited to just quality.Your customers and\or the market, could 

place greater emphasis on the environment (green), security, speed of innovation, or 

performance.Understanding the organizations’ unique value proposition in the 

context of the market or client is critical. 

 Remember that geographic proximity affects your organization’s 

effectiveness. In small business, it is fairly easy to operate a single retail store, 

but owners realize upon opening a second or third outlet that the more remote the 

location, the greater the complexity and thus the risk management 

problems.Consequently, the growing remoteness of the supply chain also 

adversely affects the customer, too.Employees don’t open up the doors, thefts 

ococur, merchandising is not done to your specifications,and overall revenues 

and profits never match the first store where you have your finger on 

everything.The same is true for multinational major corporations doing business 

on several continents.The farther away your supplier and manufacturer, the more 

problems that you are going to have.This is one example of how your 

organization does not create or manage demand; rather demand manages and 

directs your supply chain.If demand expectations are not met,customers are going 

to go elsewhere. 

This brings up a serious question concerning high priority risks like product 

contamination; if yo can not afford to have risk carry thorough to the customer,can 

yo afford to rely on suppliers that are so remote? The trend is today beginning to 

reverse from the past two decades and shift to source and sell locally. In this recent 

past a frenzy of offshoring was touted as promising cheap labor and high profit 

margins, but the reality is quite different. The costs of labor, transportation, 
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warehousing, insurance and lean everything have grown to levels not imagined when 

the simple cheap labor motive first arose.But all of these costs are only the obvious 

ones.A far greater cost ocours in the risk area.The risk parasite has grown as a 

geometric progression along with the supply chain.In the old days, when you had a 

single supply chain and it was easily understood the risk parasite was an 

infant.Today, it is engorged and huge and is expanding as least as rapidly as your 

supply chain itself.                                        

The point of crossover has already begun.Organizations are looking at the equation, 

once again, and questioning whether the totality of costs and risk is really 

economical when the supplier and manufacturer facilities are so far away.This 

requires a revisit to the question of whether to ‘reverticalize’and ‘deglobalize’ your 

supply chain. 

These trend reversals could end up revolutionizing your supply chain and, 

essentially, eliminating the more serious supply chain risks all together. 

For example, go to your next meeting with the decision makers in your company and 

make the statement.’I think we have to consider moving our supply chain closer to 

home, and perhaps even negotiating alternative agreements with factories closer to 

home.’ Of course, does your homework first, evaluate the impact of foreign 

exchange, labor, trade, and credit and energy volatility? The reaction of surprise and 

denial should be expected, but you make your case, the concept will begin to make 

sense. Crunch and numbers and attempt to quantify your logistics risk exposure in 

specific terms, such as; 

 The time element required for assembly, warehousing, shipping, transfer, 

strorage, and assembly. 

 Shipping costs when relying on other side of the world suppliers. 

 Maritime insurance, including business interruption. 

 Potential cost from piracy, terrorism, and losses at sea, expressed as an 

actuarially calculated uninsured loss versus likehood of the occurrence. 

 Efficiency savings through local control, elimination of second-tier 

manufacturing risks and logistics, faster access eliminated transportation 

costs and improved just-in-time delivery and control. 

 The risk of organizational identity loss may be one you can not afford to 

take.In this case you have to consider shrinking your supply chain.Your 

ultimate argument for bringing your supply chain closer to home- in fact, 

shrinking it geographically- has to be based on the very real threat that your 

product identity will be damaged, possibly forever, due to a single point of 

failure in a remote factory.This may occur in a second-tier manufacturing 

plant in a country removed from your first-tier supplier.The consequential 

damage to the organization’s brand caused by third parties extends far beyond 

the local audience. Negative news travels fast in today’s ınternet-enabled 

society;web sites, social networking, blogs, e mail and instant messaging.The 
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problem may arise at the farm or plant level where the individuals responsible 

have no concept about how their cost-cutting decisions will affect your end-

user, and they might not care, especially if they are impoverished and 

struggling to make minimum margins to put food on the tables of their own 

families.The fact is, the more remote your supply chain,the greater the threat 

of the catastrophic reputation loss and resulting product distrust. 

 Shrinking your supply chain does not solve the problem by itself. 

                                               

But the proximity of the supplier to your central headquarters is a crucial 

determining factor in how well you are able to partner with companies, develop 

and install improved standards, and monitor processing. It is also more likely 

when factories are close to home that the necessities of product excellence will be 

appreciated by employees on the factory floor. 

 Develop relationships only with first-tier suppliers, ban second-tier 

manufacturing to offset the threats. Demand to know, to see 

upstream.Empower the trusted suppliers and provide them greater visibility into 

your forecasted demand.The threat of product quality decline is greatly reduced 

when you prevent second-tier aggrements.You may impose very strict 

requirements on your supplier, only to discover that the supplier is acting as a 

middleman for the manufacturing being performed in yet another country- a great 

opportunity to delay. In this case, you have no direct control over quality and you 

place yourself at a great risk. 

 The solution is to impose a new role on all of your suppliers.They must 

manufacture your product on-site and under your supervision and quality control 

standards, subject to frequent audits.Using multiple-tier manufacturing is even 

more remote countries and exposes you to far greater risks.This highest priority 

has to be getting on control of the first stage in your supply chain, improving 

direct supervision, and, for many organizations,shrinking the geographic area of 

the entire supply chain itself. Develop migration plans for solesource or long-lead 

suppliers. 
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5-BUSINESS CONTINUITY MANAGEMENT 

Emergencies and crises 

In the last pages I have developed a view of supply chain risk management based 

on the core activites of identifying and responding to risks.But we also have 

know that some risks are inherently unknowable and can not be identified in 

advance.These give events that managers can not predict and they always come 

as complete surprises.So how can organizations deal with these? The answer 

comes from a different type of approach that is based on an analysis of identified 

risks-but instead looks for ways of dealing with actual disruptions to a supply 

chain, regardless of how these disruptions occurred.For instance, an organization 

may consider the failure in a key transport link and see what it can do to get 

operations working again, regarless of how the damage was done to the transport 

link. 

Here the aim is not to analyse a risk and see how to mitigate its effects, but to 

consider the elements of a supply chain, see what happens when the element is 

unavailable, and make plans to restore the flow of materials when the element is 

unavailable.This kind of planning is often associated with severe-consequences-

such as the catastrophic failure of some part of a supply chain-often causing 

crises of emergencies.So the approach has become known by different names, 

notably ‘business continuity management’ (BCM) .Logistics managers are most 

likely to discuss ‘crisis management’- a term they might use to describe anything 

from a late payment to the destruction of a substantial part of a supply chain.  44 

 Crisis management designs procedures to deal with severe, unexpected 

disruption to a supply, however the disruptions were caused. 

 The general term ‘business continuity managemet’ describes the methods that 

ensure the essential business functions continue to work through an 

emergency. 

 

The department of trade and Industry (2006) gives a broad definition business 

continuity management as ‘a process developed to counteract systems 

failure’.In its website the Business Continuity Institute gives a more specific 

view of’ anticipating incidents which will affect mission ciritical functions 

and processes for the organization and ensuring that it responds to any 

incident in a planned and rehearsed manner whilst the business recovers’. But 

this definition does not make it clear how BCM differs from standard 

approaches to risk management and their process of identification, analysis 

and response. Similarly, British Standard Institute (2006) describes ‘a holistic 

management process that identifies potential impacts that threaten an 

organization that provides a framework for building resilience with the 

capability for an effective response that safeguards the interest of its key 

stakeholders, reputation,brand and value creating activities’ 

 

Although views differ, the consensus is that the risk management responds to 

specific identified risks, while BCM develops ways of responding to 

unidentified or unidentifiable risks.A company that considers the risk of 

storm damage to a warehouse is doing risk management;when it decides what 
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to do if the warehouse becomes unavailable it is doing BCM.An organization 

that analyses the risks of a key supplier going bankrupt is doing r,sk analysis, 

one that plans its actions if suppliers unavailable is doing BCM.Depending on 

circumstances, the difference might be minor and subtle, or it might suggest 

fundamentally different approaches. 

 

For instance, you can take out insurance against storm damages, but BCM 

might take wider recommendations, such as having backup facilities that can 

be used in an emergency.Risk management and BCM are clearly very closely 

related, and many people view the two as indistinguishable or at best different 

aspects of the broader BCM; others argue that BCM is really a part of broader 

risk management. Other people say that the two are dinstinct functions, and 

you can certainly find them run by different departments within a company. 

As usual, there are clearly differences in the terms, but these are often 

semantic rather than conceptual. 

 

Perhaps the fairest view of risk management is expanding in two 

directions.The first direction extends the traditional methods of risk 

management into new areas, which is increasingly known as ‘operational risk 

management’ Our concern is how this expansion has led to SCRM.The 

second direction is towards a strategic view. Senior managers are looking at 

survival and viability during severe disruptions, which is increasingly 

described as ‘enterprise risk management’. 

                                                  

Whatever we call the two directions, managing the risk of disruption to the 

supply chain can include both of these activities.Traditional risk management 

focuses on identifiable risks, analyzing vulnerability and defining responses 

to known risky events that might occur. Then BCM gives a backup, show 

how to deal with any events that were not anticipated and may even have 

been unknowable.You can imagine this as having risk management dealing 

with routine planning, and then BCM doing the repairs when the planning 

fails. 

 

5.1 Use of BCM 

 

BCM focuses on plans that allow an organization to continue working, or 

recover quickly, after a damaging event. Its essential features are: 

 

 Analyses of a supply chain, identifying the elements that might be 

subject to disruption 2005,on and the likely consequences of a 

breakdown; 

 Design of plans to show what to do when an element is disrupted-

especially how to ensure that key processes continue working 

normally or recover from any disruptions as quickly as possible; 

 Monitoring of operations to identify a crisis or trigger for the 

emergency plans, 

 Activation or rehearsed plans to deal with the emergency; 

 When things have returned to normal, analyses of events to see what 

happened, learn lessons for the future an revise the emergency plans. 
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This is such a basic idea that you mght imagine that it is a fairly standard procedure 

in supply chains,but a survey by Computer Sciences Corporation (2004) found that 

only 38 per cent of respondents had a written contingency plan to deal with a 

significant disruption. Of the remainder, 42 per cent did not have written plan and 20 

per cent did not know.However, there are signs that it is becoming morrre common, 

and related survey (Chartered Management Institute, 2005) found that,51 per cent of 

firms had some kind of BCM plans to cover critical business activites, compared 

with 47 per cent in 2004, 46 per cent in 2003 and 45 per cent in 2002. 

Not surprisingly, disruption of IT systems is a common theme for BCM, with 78 cent 

of contingency plans addressing this problem (Institute of Management, 1999). 

Presuambly the banking and finance systems that are needed to keep organizations 

functioning are included in this general heading of IT. And Ginn (1989) was an early 

voice saying that disaster recovery was not just about computer systems, but was a 

broader subject that included all kinds of threats.This is recognized to a growing 

extent, but the 1999 survey still suggested that BCM plans were not necessarily 

addressing managers’ main concerns.There were apparently marked differences 

between the perceived threats to operations and the problems that continuity 

management addresses.Notably, disruptions to the supply were recognized as posing 

a considerable threat to organizations’ continuing performance, particularly with 

just-in-time operations, but only 32 per cent of BCM plans involved purchasing and 

logistics.When the survey was repeated in 2000, 93 per cent of managers reported 

that their business had been disrupted by the recent fuel crisis, and 64 per cent 

reported heavy flooding in many areas of the UK had disrupted their businesses.They 

had struggled to get staff into work and materials to move into and out of their 

firms,as few had any contingency plans to deal with damage to transport and 

logistics facilities.                                       

Despite this, there were surprisingly few plans to extent BCM to the supply chain.A 

brief survey (Scarborough, 2007) suggests that managers are most commonly 

concerned with the following types of disruption: 

 Loss of information techşnology systems (76 per cent); 

 Loss of telecommunication systems (67 per cent); 

 Fire damage to facilities (52 per cent); 

 Damage to to corporate image (47 per cent); 

 Loss of skilled staff (42 per cent); 

 Employee health and safety (41 per cent); 

 Supply chain disruptions (39 per cent); 

 Access to facilities (32 per cent); 

 An environmental incident (31 per cent); 

 Severe weather (27 per cent); 

 Product safety (16 per cent); 

 Terrorist damage (14 per cent). 

It is clearly more difficult to make contingency plans for some of these concerns than 

others.For instance; it is fairly easy to back up data and have duplicate facilities to 

remote locations to deal with failure of information and telecommunications 

systems.But it is much more difficult to prepare for something as nebulous as 

damage to the corporate image. This makes people suggest that BCM is often aimed 
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at areas that are easiest to manage, rather than those that are potentially most 

damaging. This may be the reason that, say, access to the site is often included in 

BCM, but damage to the corporate image is not.Only six types of emergency seem to 

be covered by most BCM plans (Chartered Management Institute, 2005): 

 Loss of information technology capacity ( 82 per cent); 

 Loss of telecommunications (73 per cent); 

 Fire ( 70 per cent); 

 Access to the site (68 per cent); 

 Interruption of utilities (58 per cent); 

 Terrorist damage (54 per cent). 

Features of a disaster 

BCM essentially prepares for disaster recovery, and you can imagine this in terms of 

a natural disaster such as an earthquake, fire or severe weather.Natural disasters 

occur completely unexpectedly, the risks are inherently unknowable in advance, and 

firms want to return to normal operations as soon as possible.Bosman (2006) makes 

the point that we quickly forget or underestimate how damaging these events can 

be.The 1995 earthquake in Kobe, Japan, killed more than 6,400 people, destroyed 

100,000 buildings, closed Japan’s largest port of two months, caused widespread 

disruption to industry, and caused more than US$100 billion in damage. 

But for any single a disaster can be something as minor as a lost customer, a bad 

debt, industrial action, and failure of an information system or loss of a key 

supplier.If you consider IT systems, most failures are not caused by catastrophic 

natural events or real emergencies  

If you consider IT systems, most failures are not caused by catastrophic natural 

events or real emergencies, but are more likely to arise from poorly manegd system 

upgrades or loss of staff with key skills (Jüttner, 2005). Similarly, loss of a facility is 

most likely to follow a physical network econfiguration (Peck, 2003), while the 

routine maintenance is a major cause of subsequent equipment failure.And 

indiscriminate introduction of few methods- including lean operations, outsourcing, 

JIT or relocation of operations- causes many system failures. 

Unforunately, we have to recognize that many failures actually stem from 

management mistakes that could have been avoided, rather than the effects of real 

emergencies that were unknowable in advance. 

Whatever the cause, the two essential features of a disaster are that:  

1) Events are very rare, with such a low probability of occurrence that they do 

not even register as anticipated risks; and 

2) There are very severe consequences when an event occurs. 

Dealing with disasters 

The fact that disasters are very unlikely to happen is the reason why so many 

organizations do no adequate planning.If you calculate the expected value of a 
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disaster it is low, simply because of the very low probabilityof it occurring.This 

suggests that BCM deserves little attention, which is the reason that managers often 

seem reluctant to accept that their companies are vulnerable to disasters and prefer to 

take the attitude that ‘It will never happen to us.’ Of course, even rare events happen 

sometimes, and without BCM organizations are ill prepared and unable to respond at 

critical times, when they face a complete breakdown of operations. 

Deloitte (2005) found that many of the greatest losses in the market capitalization 

were attributable to events that were considered extremely unlikely and for which 

companies had apparently failed to plan. Affected companies lost more than 20 per 

cent of their market value in the month aftera major event, when it often took more 

than a year before their shares returned to the previous levels. 

The combination of low probability and high consequences gives emergencies a low 

expected valuei but they are of considerable importance.This suggests that they shoul 

not be managed by a usual tools of risk management.The argument is that an 

organization cannot run the risk of complete-failure-howver unlikely this is-and it 

should make generic plans to allow continuing operations in an emergency. This 

view is similar in spirit used to monitor operations and make sure that the things are 

working normally.At the same time people are looking for ways of continuously 

improving performance, with the ultimate goal of perfect quality-or at least ‘six 

sigma’quality which corresponds to two or three defects per million units.Here 

quality management is looking for ways of avoiding that they rare defects that can 

effect product quality, in the way that BCM is preparing for the very rare events that 

threaten operations. 

This rarity raises other problems, as managers base most of their planning on 

information and experience of past event-we know what did and did not work in the 

past and can design plans based on this information to make the best decisions for the 

future. But, by definition, disasters are so rare that few of us have close experience 

of, say, and a major fire let alone on earthquake or hurricane.So we lack the body of 

experience that is the basis of most of our decision. 

5.2 Requirements of BCM 

For supply chains, the basic requirement of BCM is that the flow of materials is not 

interrupted by any disaster hitting the chain, or that it is able to return to normal as 

quickly as possible. This means that there must be available: 

 Enough people with the necessary expertise and skills to active and manage 

the BCM process; 

 People to keep key functions working in the organization- with acceptable 

levels of safety, rewards, welfare and accommodation; 

 The various facilities and resources needed to allow business processes to 

keep functioning; 

 Critical IT and communication systems, records and infrastructure; 

 The ability to procure, move and manage material flows; 

 The capability to establish communications with all staff and other concerned 

bodies- which is important, as many emergencies involve a broader group of 
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a stakeholders, including media, public sector regulators,police, pressure 

groups, etc; 

 Records to allow learning from the experience. 

As usual, an organization can not ensure these requirements by simply waiting until 

an emergency occurs and then organizing its response, but to react in a reasonable 

time it must take plans for generic emergencies in advance.In most cases, operations 

can be restored without a full complement of staff, systems and facilities, so BCM is 

concerned with managing the available resources as effectively as possible.There 

may only be limited resources, but with careful planning these should be enough to 

maintain customer service. Often this means that there are two real objectives of 

recovery plans.First step is to get operations up to the level of giving an acceptable 

minimum service.This is a clear priority that managers want to achieve as quickly as 

possible.Then when a reasonable level of service has been restored, there is some 

more time to work on less pressing problems.The second objective is to restore full 

operations to normal working.Although speed is also important here, there can be 

more flexibility. 

In practice, we extend this idea of emergency plans working phases and say that the 

first priority is really to ensure the safety of everyone concerned.Then we can 

suggest a rough outline for emergency plans, requiring them to; 

 Ensure the physical safety of employees, customers, visitors and everyone 

else associated with the operations. Taking steps to ensure the health and 

welfare of all stakeholders must be the primary concern of any emergency 

plans. 

 

 Protect business facilities and assets.When people’s safety is ensured, the 

next consideration is usually to protect the organization’s facilities, so that it 

has the resources needed for a quick recovery. 

 

 Implement the procedures for returning a minimum acceptable level of 

service.The purpose here is to work internally and ensure that key processes 

can deliver some level of service as quickly as possible and preferably 

without supply chain partners being affected. 

 

 Working with supply chain partners to restore appropriate services. 

Having done the work to get internal operations working (at least to some 

extent), managers can work with partners to see if they are affected, the 

specific services they need, and how these can best be provided. The aim here 

is to work externally and get operations in the broader supply chain 

functioning. 

 

 Restore full operations in a timely and cost-effective way. Ideally, this 

should be done as quickly as possible, but when an acceptable services is 

restored the pressure is somewhat removed and managers can start focusing 

on timetables and budgets.As always, there is a balance between getting 

things back to normal quickly and the costs involves. 
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5.3 Benefits of BCM  

 

BCM prepares an organization for any emergency, with rapid, planned and practiced 

responses.These aim at maintaining or restoring an organization’s essential 

operations, so the basic benefit of BCM is that it helps an organization survive an 

emergency. 

 

The fundamental aim of BCM is to help an organization survive and recover 

from an emergency. 

 

Some more immediate benefits include: 

 

 Survival, even when hit by a major crisis; 

 Careful management that reduces the impact of an emergency and 

allows a faster recovery; 

 Better emergency plans, based on more careful analysis and flexible 

responses to emergencies; 

 A competitive advantage over organizations that are not so well 

prepared; 

 Meeting the requirements of an increasing number of trading partners 

for adequate emergency plans; 

 Working together with trading partners to build sound BCM plans, 

encouraging further collaboration and improving the retention of 

suppliers and customers; 

 İmproved- and quaranteed- service levels, making it easier to win and 

retain customers; 

 

 Demonstration of commitment to recovery, giving better rates and 

conditions for insurance; 

 

 Meeting statutory requirements for BCM-which exist in, say financial 

institutions. 

 

5.4 Steps in business continuity management 

 

The basis of business continuity management is to identify the key operations in a 

process (here, key element of a supply chain), study the consequences if these parts 

are, for any reason, not available and then design plans to make the sure that the key 

operations can continue through any circumstances, even the most damaging. These 
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plans are contained in a business continuity plan- which is alternatively known as a 

business recovery plan, disaster plan, and disaster recovery plan, contingency plan or 

other similar name. 

 

BCM runs along the similar lines to traditional risk management, so we can describe 

similar steps in its development.In particular, we will consider six main steps, 

running from initiating the BCM process through the monitoring and controlling its 

working: 

 

1) Initiate the process of BCM.This covers the usual initial stages of 

recognizing that a need exists, getting a sponsor,getting senior 

management support, forming a BCM team, getting a budget, acquiring 

resources, getting approvals, and so on. 

2) Define the requirements of BCM and develop a strategy to achieve 

them. This gives the foundation for BCM and includes the long- term 

aims and how these fit in with other business strategies.At the core of this 

strategy is the way that the organization views risk, and the options for 

balancing risk reduction and recovery. 

3) Assess the risks. For this we can use a variation of the traditional 

identify, analyse and respond the steps: 

 İdentify vulnerable operations. This starts by considering all 

elements of the supply chain, and identifying the ones that are 

critical to normal working. BCM accepts that it is impossible 

to identify all possible risks, as some are inherently 

unidentifiable, but we can identify the parts of the supply 

chain that must continue working for sustainable operations. 

 Analyse the impact when a key operation is no longer 

available. This step, often described as ‘business impact 

analysis’, analyses the consequences for the organization of 

any kind of failure in a key operation.Ideally, managers might 

be able to assign some kind of probability that the key 

operation will fail, but the essence of BCM is that is 

impossible to find realistic probabilities and there is no point 

in calculating expected values. 

 Design operations for dealing with the emergency (meaning 

that the key operation is not working). Generally, the options 

are the same as with normal risk management, including 

acceptance, avoidance, and transfer and so on. 

4) Prepare the business continuity plan. At this point managers have a clear 

picture of the key operations that are vulnerable to unspecified risks and that are 

the best deal with by BCM.And they know how to deal with a failure in these key 

areas. All deatails of the procedures for BCM are now presented in a business 
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continuity plan. Essentially, this plan shows how an organization will respond to 

a disaster and how it will resume its business, so it must contain all information 

needed to help the organization restore normal working. The contents vary, but 

typically include: 

 Statements of when the BCM procedures will be activated-in other words 

a description of the events that constitute an emergency severe enough to 

trigger the BCM response; 

 Organizational roles and responsilibities for activities, including 

succession if initial responsibilities are untenable; 

 Procedures for assessing the scope and actual impact of an emergency; 

 Organization and routeing of communications during the crisis, 

 Procedures for activating the recovery team, or perhaps one recovery 

team for each critical business activity; 

 Procedures for managing the emergency, including responses, jobs 

undertaken by the recovery team,salvage, public relations, retrieval of 

backup data, installation of emergency communications, the possible 

move of operations to a secure location, emergency sourcing of materials, 

etc; 

 Procedures to ensure the safety amd health of all staff and visitors, 

including food, water,shelter,clean air,security and medical support; 

 Descriptions of the roles of all support functions, such as finance, IT 

systems, telecommunications, security, personnel, finance, etc. 

 Procedures for evacuation and shelter, including non-employees such as 

visitors,customers, suppliers and contractors who areon-site; 

 Arrangements for secure backup, normally at a remote site, of key 

business systems and data. 

 

5) Implement the business continuity plan. When the business continuity 

plan has been designed and agreed, it is time for implementation 

(meaning implementing the plans and not activation of the actual disaster 

recovery procedures). This involves the usual procedures for introducing 

new plans, including communication, discussion,training and so on. 

 

Activation comes when a crisis is defined, and then when the emergency procedures 

identified in the plan are started. So implementation makes the organization ready to 

deal with an emergency, and activation uses the planned procedures to deal with the 

emergency in earnest. 

An important point is that an organization can only be confident that its business 

continuity plan will work quickly and effectively if it periodically practices the 

response. So as well as designing the plans, there should be tests to make the plans 

work. For these tests, different types of emergency are suggested, and the procedures 

are gone through to make sure that they have desired results.These tests highlight any 

weaknesses and problems with the plans, they show procedures that can be 
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improved, and they raise awareness for the need and importance of BCM, and they 

give the organization confidence that it can recover from a crisis. 

The tests should aim at testing some specific aspect of procedures, and there should 

be measurable results to see if the results were satisfactory. 

Business continuity plans describe procedures for getting passengers from planes, 

computer simulations test procedures to see if these will work in theory; trial 

evacuations with real passengers (or at least volunteer substitutes) test whether the 

plans work in practice.The full technical tests should replicate crisis conditions as 

closely as possible, using actual procedures and involving external parties. 

And the principle underlying all tests is that procedures are more efficient when 

practiced, rehearsed and well tested. 

6) After the plans are implemented they should not be left, but 

continually monitored and tested, with adjustments to allow for 

changing conditions. The aim is to ensure that the strategy, facilities and 

procedures are maintained as part of day-to-day business activities.This 

can involve different activites, including periodic reviews, reinforcing 

awareness, training and education, and change management.Allthough the 

reviews should be done continually, they are particularly important when 

introducing new products, processes, equipment, facilities, sites, 

suppliers, trading partners or any other significant change. 

 

Types of response 

In practice, crisis management often involves informal arrangements and rules of 

thumb that have evolves through experience or trials. So a simple rule might go 

along the lines of ‘When the IT systems fail, switch to the remote backup system’, 

‘when a facility is unavailable, and use a designated and tested subcontructor’ or 

‘when a key delivery is delayed, switch from road to air transport.’ Another quideline 

is that all supply chain partners need to be treated equally. For instance, when 

deliveries are disrupted it makes sense to prioritize customers and give preferential 

treatment to those in strategic alliances, the largest, the most profitable, those with 

long- term contracts or others that deserve special treatment.And of course, this can 

harm relationships with customers that are currently small but have potential for 

growth and increasing long term benefits. 

In reality, if an organization is open and fair, communicates with customers and 

restores normal operations quickly, this kind of preferential treatment might not 

cause too much damage. 

In the same way, an organization need not treat all its suppliers equally. Managers 

should be most concerned with the sole sources of key materials and give them 

preferential treatment. Of course the drawback is that suppliers of less important 

items are trated as well, but these are generally less important and can be replaced 

without a significant impact on operations. 
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One other point about responses is they need not be immediate but can develop over 

some period.This happens when emergencies do not suddenly occur but grow over 

time- in the way that political, economic and industrial cirses often tend to develop 

fairly slowly.This suggests two important facts. First, by monitoring conditions 

managers have more time to prepare and adjust their response.Second; managers 

may have to decide when an emergency exists and they have to activate the 

continuity plan. Of course, this is obvious with an eqrthquake or fire, but the effects 

of a serious fraud might become more apparent over time, and at some point 

managers have to make a positive decision that action is needed. Both of these 

effects suggest the importance of careful monitoring to see if conditions are 

changing. 

Monitoring and control 

All organizations work with continuous change, so the threats they face and the most 

appropriate actions also change.At the very least, managers responsible for 

emergency planning should do periodic reviews to identify significant changes to; 

 Internal operations, products, systems, employees, finances, etc; 

 Identifiable risks facing the supply chain and its vulnerabilities to 

unidentifiable threats; 

 The impacts of failure of different part of the supply chain; 

 The procedures for dealing with crises. 

 

Some organizations prefer to do such reviews periodically, say annually, while others 

review procedures whenever there are major changes to the supply chain, 

organization and environment. Within these major reviews, adjustments can be made 

for less important changes, such as new personnel, results from tests and practices, 

and responses to normal day-to-day changes. 

But if BCM needs continuing changes, we enter the area of change management.   

 

Many organizations have formal change management procedures, and then it 

becomes relatively straightforward to include BCM in these, giving an established 

mechanism for revising the systems and procedures of crisis management. This link 

to change management also ensures that the broad span of changes within the 

organization and its environment are are routinely fed back to risk managers.In this 

sense, change management complements BCM and highlights issues that might 

otherwise be overlooked. 

Education and awareness also come within the scope of monitoring and control, 

ensuring that everyone is familiar with BCM procedures, their roles and 

responsibilities, and what they are expected to do in an emergency, in other words 

that people are familiar with the business continuity plan. The training can take many 

forms, starting with simple activities, such as knowing how to evacuate a building 
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and move to assembly points when there is a fire.And the training can move up to 

more sophisticated actions, such as medical assistance, IT staff restoring systems, 

any of the many possible specialized functions. With proper training, everyone 

should know their role in dealing with any emergency that hits their organization. 

In summary, risk management is based on the three core activities of, identifying, 

analyzing and responding to risks.But often there is no way of identifying risk in 

advance- especially the category of inherently unknowable risks.Then another 

approach is needed, and this is provided by business continuity management. 

BCM is known by a number of titles, and it describes an approach to dealing with 

unexpected emergencies. The characteristic of BCM is that it does not analyse risks, 

but instead considers the elements of a supply chain, see what happens when an 

element is unavailable.In other words, it does not look for the causes of problems, 

but concentrates on dealing with the effects.So supply chain managers might use 

traditional risk management for identifiable risks, with BCM giving a backup for 

dealing with events that could not be anticipated. 

Surveys suggested that BCM is becoming more widely used, but they also raise 

doubts about whether the issues faced are the most important. Problems with suppy 

chain security still appear in surprisingly few BCM plans. 

BCM typically prepares for disasters, which are very rare events that can have 

devastating consequences. The expected values of disasters are low, but thay still 

have deserved attention, suggesting that they cannot fit into normal risk management 

procedures. For supply chains, the basic requirement of BCM is that the flow of 

materials is not interrupted by aby disaster hitting the chain, or that it is able to return 

to normal as quickly as possible. 

The process for BCM is similar to that for risk management, and we described it in 

six steps, ranging from preparation for BCM through to monitoring and control. As 

usual, there are different views of the steps needed. 

 

 

  



  

55 
 

6- TRENDS AFFECTING THE SUPPLY CHAIN  

 6.1 Increasing risk 

Altough the managers are giving more attention to supply chain risk management, 

we know that ‘the implementation of risk management in supply chains is still in its 

infancy’ (Christopher et al, 2002). The problem is that, when no one pays attention to 

risks, they go unnoticed and inevitably begin to rise-and greater risk means that the 

supply chain becomes more vulnerable to disruption. 

 Vulnerability reflects the susceptibility of a supply chain to disruption. 

 It is consequence of the risks to the chain. 

The nature of supply chains and their complexity make them vulnerable to different 

kinds of internal and external risks. These risks expand when managers ignore them 

and do not pay the necessary attention, so levels of risk have tended to drift upwards. 

One more positive contributor to this effect arises from the efforts of logistics 

managers to make their supply chains more efficient by simultaneously raising 

customer service and lowering costs. 

They have made considerable progress here, but it is increasingly clear that this 

progress have unwittingly raised levels of risk and vulnerability. You can see this 

effect with stocks, where managers have spent years introducing methods that lower-

and preferably eliminate-all stocks.Their belief is that stocks are an expensive waste 

of resources. But the reality is that the stocks can serve a genuine purpose, giving a 

buffer between variable and uncertain supply and demand.Without this cushion, 

supply chains become more vulnerable to unforeseen events, and even a small 

disturbance that would have been absorbed by stocks can now cause severe 

disruptions.This partly accounts for the observation by Hendricks and Singhal (2003) 

that there has been a significant increase in both the number and the costliness of 

supply chain disruptions. 

The problem of new logistics methods increasing supply chain risk that this does not 

happen because managers are positively deciding to work with higher levels of risks, 

but because they are simply not considering the risks and including them in their 

calculations. To be fair, managers usually do include risk in their decisions, but they 

take a superficial view and do not include all aspects of risk. For instance, looking at 

stocks again, manager’s say that lower stocks actually reduce risk as there is less 

chance of unsold stock, obsolescence, damage, deterioration and all other risks of 

accumulated stock.This is undoubtedly true, so there is an apparent paradox, with 

methods designed to reduce some risks actually increasing others. Ideally, risk 

management would balance such risks- but the limited development of SCRM means 

that many logistics managers are simply unaware of key risk areas.Then their 

decisions do not balance all risks, but only the ones they are familiar with- and they 

completely miss risks that are outside their direct experience.And we would argue 

that the managers are more familiar with minor risks, and rarely have direct 

experience of more severe ones, so the drive for efficient logistics is reducing 

exposure to ordinary, minor risk but we cannot escape the underlying notion that 

current trends in logistics are inadvertently increasing levels of risk. 
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 Current trends in logistics are increasing risks to supply chains. 

 This is not a result of planned change, but is an unintentional side effect. 

 

6.2 Trends in the supply chain management 

 

For many years, logistics was seen as an operational problem that did not 

deserve much attention; with Drucker (1962) describing it as ‘the economy’s 

dark continent’ and saying that it formed ‘the most sadly neglected most 

promising area of….. Businesses. But we come a long way since then and 

SCM is now going through a period of immense change. People buy more 

things from websites rather than visiting shops; many products that were 

made locally are shipped from China; mobile communications ease the 

ransfer of information; European logistics centers are replacing local 

warehouses, many industries are dominated by a few multinationals; RFID 

(radio frequency identification) and GPS (global positioning systems) track 

the movement of materials, free trade areas such as the European Union have 

greater impact.Supply chains are clearly changing- but what are the drivers 

causing the changes? There are many different ones, but some of the most 

important are; 

 

 Recognition that logistics is an essential function that needs careful 

management; 

 Recognition that decisions about the supply chain have a strategic 

impact on the organization; 

 Realization that logistics is expensive and gives opportunities for 

substantial savings; 

 Emphasis on customer satisfaction and its dependence on logistics; 

 New operations with different demands on the supply chain- such as 

virtual organizations, just-in-time, agility, mass customization, lean 

operations, time compression, etc; 

 Globalization and growing international trade, encouraged by free 

trade areas such as the European Union, the North American Free 

Trade Area and the Association of South East Asian Nations; 

 Improved communications, particularly through e-business; 

 Other technology, including vehicle telematics, intermodal systems, 

tracking systems, automated handling etc; 

 Increasing competition, with distant suppliers competing directly with 

local ones; 

 Integration of activities in the supply chain, particularly, through 

strategic alliances and partnerships; 

 Changing patterns of power in the supply chain, with the growth of a 

few dominant members; 

 Organizations  focusing on core activities and outsourcing logistics to 

third parties; 

 Growing concern about environmental damage, and changing 

attitudes,towards pollution, waste, traffic congestion, road building, 

etc; 

 Changing governmental policies on the ownership, regulation, use, 

responsibilities and cost of transport. 
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This list suggests the scale of the pressures, and in response logistics managers 

continually introduce new methods of procedures. By the 1990s over 90 per cent of 

organizations were actively making improvements to their supply chain or planning 

improvements in the near future. (Factor, 1996)  A more recent survey found that 57 

per cent of companies were currently planning new initiatives in transport and 

warehousing, 53 per cent in procurement, and 42 per cent in inventory and materials 

management (Computer sciences Corporation, 2004). The same survey found that 

new supply chain methods had reduced costs in 72 per cent of companies and 

increased revenues in 57 per cent.  

These improvements seem like good news, but you have to remember that they 

rarely take into account all of the risks- and the damage from extra risks might offset 

the gains in operational efficiency. 

Unfortunately, as soon as managers make one set of changes of their supply chains, 

circumstances again alter and they have to start looking for new arrangements.The 

result puts logistics in a continuing state of flux. Most logistics managers accept this 

as inevitable and believe that supply chains are too volatile ever to become mature 

and stable. 

Jüttner (2005) found that the factors likely to increase supply chain vulnerability are 

globalization (reported by 52 per cent of managers), reducing stock levels (51 per 

cent), and smaller supply base (38 per cent) and outsourcing (30 per cent). 

6.3 Integration of supply chains; 

When managers began looking for improvement to logistics, they started with the 

separate activites-procurement, inventory control, transport, warehousing, materials 

handling, packaging and so on. 

However, it soon becomes clear that these are not distinct activites that can be 

handled in isolation, and any change to one inevitably affects to others.Improvements 

to procurement have consequences for stock levels, changes to transport affect 

warehousing, changes to material handling put new demands on packaging. Overall 

improvements only appear when all aspects of material movement are considered as 

part of a single, integrated function. 

It can be difficult to achieve this integration, but a common approach progressively 

merges activites over time. Then one department might eventually take over all 

responsibility for the inward flow of materials (materials handling), while another 

department delivers finished products (physical distribution). But this still leaves an 

artificial break in an essentially continuous function, and the next step completes the 

internal integration by forming a single function that is responsible for all material 

movement into, through and out of organization. 

Internal integration means that each organization can make its own logistics as 

efficient as possible, but there are still boundaries between members of the supply 

chain. These boundaries break up the smooth flow of materials, making it more 

difficult and expensive – which prompted Christopher (1999) to comment, ‘Most 

opportunities for the cost reduction and\ or value enhancement lie at the interface 
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between supply chain partners’. And there is always one problem that actions by any 

one member working in isolation can harm all the other members and reduce overall 

performance. The next step is clearly external integration, which merges logistics 

along the supply chain and removes the boundaries between members. 

The last step is notoriously difficult, as each member of the chain is owned and 

managed by a different legal entity and has its own interests, aims, operations, 

culture and so on. An initial step has partners align their interests, recognizing that 

they all share the same overall aim of satisfying final customers. If there are any 

problems with the chain of activites for achieving this, then all members suffer. The 

essential aim of external integration is to make products more attractive to final 

customers- thereby selling more and giving extra benefits that can be shared by 

members of the chain.This can only be achieved through coorperation and closer 

working relationships. 

We know here three levels of integration- the first has logistics as separate activities 

within an organization; the second has internal integration to bring them together into 

a single function; the third has external integration, where organizations look beyond 

their own operations and integrate more of the ships between supply chain partners, 

while the highest levels are formalized in strategic alliances or partnerships. 

It seems that the move towards greater integration is inevitable, but this is not always 

the best model, and neither integration nor arm’s length relationships are intrinsically 

best. 

6.3.1 External Integration 

Although difficult to achieve, the benefits from external integration include: 

 Common aims for all parts of the supply chain, emphasizing higher customer 

service and lower costs; 

 Joint working snd coorperation to achieve these aims; 

 Sharing information throughout the supply chain, allowing informed and 

coordinated decisions; 

 Easier planning with less uncertainty, fewer errors and more stable 

conditions; 

 Coordinated operations, giving greater efficiency and productivity, with 

lower stocks, faster movement, less investment in assets,etc; 

 Faster and more flexible responses to changing circumstances; 

 New methods of control, such as efficient customer response; 

 Removal of duplicated effort, information, planning, stocks, etc; 

 Elimination of activities that add no value for customers. 

From a risk perspective, the benefits of external integration can be summarized as 

lower risk, achieved through transperancy.Here transperancy, or visibility, means 

that one part of a supply chain sees what is happening in other parts. This is achieved 

when all members share information and have a clear view of activites throughout 

the chain. 
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Then a manufacturer can monitor sales at retailers and plan production from 

actual sales rather than forecasts, and raw materials suppliers can see 

manufacturer’s production schedules and use these plan their own operations. 

The result is less uncertainty and lower risks. 

The free exchange of information is formalized in different types of operations, 

especially efficient customer response (ECR), where a final customer purchase 

automatically sends a message back through the chain and triggers responses 

from upstream suppliers. When you buy a pair of jeans in a clothes shop, the 

electronic point of sales (EPOS) sends a message back to the wholesaler and 

logistics centers to say that stock needs replenishing; an then the message goes 

back to the manufacturer to say that it is time to make another pair of jeans; and 

then it goes further back to suppliers to say that they should deliver materials to 

the manufacturer; and so on. The result is ‘a focus on the consumer, the 

development of partnership relationships between retailers and their suppliers and 

an increased integration of the components of the supply-chain’ (Szymankiewicz, 

1997). 

Integration and risk 

Broad supply chain integration- with all members working together to give more 

efficient flows of material and lower levels of risk- seems to be an ideal rather 

than a reality.And one reason is that each member still has to search for 

individual benefits, even when these come at the expense of their trading patners. 

We know that one number can raise prices to increase its own profits, but perhaps 

at the cost of lower demand for all of the chain.Similarly, one firm might reduce 

its own risk from, say, high costs by transferring them to other organizations- 

perhaps through vendor-managed inventory (CPFR). 

But now we see the familiar pattern with risk, where reducing one type (risk of 

holding too much stock) increases another type (the risk from transferred or 

outsourced operations). And as well as changing the nature of the risk, this move 

affects the options available for dealing with it. When managers feel the internal 

stock levels are too low, they can easily adjust them upwards- but they cannot do 

this when they have outsourced inventory management to a third party. 

We can conclude the external integration is likely to reduce some risks (say, from 

surprise actions of trading partners) but increase others.Among the increasing 

risks are those inherent to sharing information.When information is distributed 

more widely, there is a greater threat to its security and greater chance that it is 

passed on to unwanted bodies. This alone encourages some members to withhold 

information for competitive and commercial self interest, while others are never 

completely candid-so the information flows are never perfect. These effects are 

particularly noticeable when one organization sees itself as ready owning most 

knowledge in the supply chain, and any exchange would be unbalanced. 
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No amount of coorperation can overcome the underlying reality that each member of 

a supply chain can only make a profit by passing less of materials bought from one 

partner and charging more for materials sold to another partner. 
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7) IBM’S SUPPLY CHAIN RISK MANAGEMENT STRATEGY 

IBM is an American multinational technology and consulting coorperation 

headquarted in Armonk, New York, United States.The Company has founded in 

1911 as the Computing Tabulating Recording Corporation through a merger of three 

companies: The Tabulating Machine Company, the International Time Recording 

Company and the Computing Scale Corporation. 

The company observed that the supply chain has become increasingly more global 

and complex which presents greater challenges and risks. 

According to the company risk management strategy, if not managed right, these 

risks have cumulative effects on their supply chain operations.These risks; 

 Opportunity Risks 

 Business Risks 

 Technology Risks 

 Regulatory Risks 

 Political Risks 

 Terrorist Risks 

 Event Risks 

 Organizational Risks 

 Operational Risks 

 Supply&Economy Risks 

 Brand and Reputation Risks. 

  

The company’s supply chain risk management policy is ‘Companies need to make 

critical decisions in the face of uncertain events’. 

They think that there different types of supply chain risks are major part of the risks 

enterprise face every day.These are; 

                                       ENTERPRİSE RISK 

 

 

 

Financial Risk    RegulatoryRisk       Environmental        Strategic Risk   Operational 

                                                            Event Risk                                        Risk 

Figure.2- Types of supply chain risks  

                                                       ENTERPRISE RISK 
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 Environmental Event Risk involves; Geopolitical, Natural Disaster, Terrorist 

Attacks and Economy. 

 

 Strategic Risk involves; Opportunity, Business, Technology, Brand & 

Reputation. 

 

 Operational Risk involves; Deman and Supply Balancing, Demand, Supply, 

Product. 

Strategic and operational risks often have greater negative impact on stock price than 

financial risks. 

The importance of supply chain risk management has been magnified over the past 

five years as a result of several significant natural and man-made disasters. Poor 

Supply chain risk management has huge impacts which may take a long time to 

recover. In the past, companies developed good business plans but failed to manage 

the risks to deliver results reliably. 
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Figure.4-Operational Risk 

 

In the past, poor risk management led to execution issues and wide swings in 

financial results. 
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Used appropriately, Supply chain risk management can reduce the impact and 

shorten recovery time after risk event. 

                                                                                      Amplified by globalization and  

                                             complexity 

 

 

 

 

Tıme 

 

Event 

Figure.5- Without Risk Management 
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Today’s industrial supply chains face risks from many factors, including: 

 Increased globalization through outsourcing, which elongates end-to-end 

supply chains. 

 Additional regulatory compliance imposed by government entities, further 

complicating international trade. 

 Increased levels of economic uncertainty, which create additional variability 

in demand and supply and make it more difficult to accomplish demand 

supply demand balancing. 

 Shorter product lifecycles and rapid rates of technology change, which 

increase inventory obsolescence. 

 Demanding customers who have created additional time-to-market pressures 

by requiring better on-time delivery, order fill rates and overall service level 

efficiencies. 

 Supply side capacity constraints, making it more difficult to meet demand 

requirements. 

 Natural disasters and external environmental events, which can reek on global 

supply chains. 

The above list includes operational catastrophic risks because they are both important 

for firms to consider. 

From an operational perspective, complex network of suppliers, customers and third 

party service providers as well as large interdependencies among multiple firms 

exist, making inter- organizational coordination of risks a critical requirement. 

In addition, the leaner and more integrated supply chains become, the more likely it 

is that uncertainties, dynamics and accidents in one link will affect other links in the 

chain.   

 

          7.1. DISRUPTIVE EVENTS, UNCERTAINTY AND EVENT  

The straightforward approach of viewing supply chain risk management focuses on 

two fundamental aspects of potentially disruptive event: 

 Probability (likehood) of the event actually occurring. 

 Impact (consequence) of the event on the supply chain, and 

subsequently the overall business. 

A first step in risk analysis is to identify potentially disruptive supply chain 

events.These should be customized for a particular firm.Both operational and 

catastrophic events should be considered, including those that involve suppliers, 

production, distribution and event. 
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It is also usefull to collaborate with suppliers and customers when possible-joint 

planning can help to insure that supply chain risk planning which may be costly and 

resulting decisions are mutually valuable to all parties. 

Once all of the events that could potentially disrupt the supply chain are indentified, 

various methods can be used to quantify their probabilities and impacts, as well as 

the potential impacts.The results may then be used to assess overall risk and 

vulnerability within the extended supply chain. 

Events determined to have high likehood and high impact, e.g. a product recall, can 

then be called out for further attention and analysis.The identification and 

classificationof risky events enables supply chain managers to better understand 

where their supply chains are vulnerable. 

One essential caveat of considering the list of hazards and their frequency and impact 

is that it does not capture dependency relationships between different events, both at 

the frequency and the impact levels.Thus, listing risk factors, assessing their 

probability and impact is just at first, albeit important, step toward rigorous risk 

management in supply chains.A holistic approach to supply chain risk management 

is required in order to better understand the vulnerabilities within the supply chain. 

In addition, the assigned probabilities and impacts of these events can be highly 

subjective.This further highlights the the importance of a collaborative effort, 

particularly for quantification of risk probabilities and impacts, withinput gathered 

from multiple functions within the beyond and the firm including marketing, finance, 

human resources and logistics.In fact, this exercise should be a part of the overall 

corporate risk management strategy. 

Once risk events and their potential impacts have been identified, effective methods 

for managing the risks must be developed.Effective risk management requires 

quantifying risks to place them in their proper context and to weigh the risk costs and 

benefits of making particular decisions.Stochastic and simulation modeling, which 

embody a wide range of mathematical and numerical approaches considering random 

variables, offer general means to formally represent the uncertainties related to risk 

events. Based on these models, various forms of analysis are variable to develop 

measures to manage and mitigate potential disruptive events that may adversely 

impact supply chains. 
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8. MODELS AND METHODS FOR SUPPLY CHAIN RISK MANAGEMENT 

 

Although supply chain engineering methods have advanced rapidly in sophistication 

over the past two decades, the applications of modeling and methods to explicity 

consider and manage uncertainties and risks in supply chain activites are required for 

firms to advance to the next level of sophistication. The ability to identify assesses, 

manage, mitigate and control the impact of disruptive events within the extended 

supply chain sits at at the heart of compherensive supply chain risk management. 

Supply chain models may be categorized into four categories. 

 

 Deterministic analytical models, which include mathematical programming 

models (e.g. Linear, nonlinear, integer, dynamic programming.) Applications 

to supply chain include scheduling production, distribution planning, raw 

material sourcing, facility location, inventory level setting, replenishment 

timing and order quantity specification, and resource balancing. 

 Stochastic analytical models, where at least one of the variables involves 

uncertainty, and is assumed to follow a particular probability 

distribution.Examples of supply chain applications include inventory and 

production management problems, where demand and yield are represented 

as random variables respectively.  

 Economic models, which tend to be focused on buyer-supplier 

relationships.These models, have a traditional base in determining the 

financial risks to either seller’s o buyers, given various assumptions. 

 Simulation models, which are (usually) data driven representations facilitated 

by sampling from specified probability distributions. 

 

All of the above modeling approaches may be useful for the supply chain risk 

management. Typical analysis is performed by observing the impact of changes to 

input patterns on model output. Changes, in this case, could reflect ‘what if’ 

scenarios characterizing the occurrence of a risky event. 

Simulation is the most versatile for general modeling and analysis for the supply 

chain risk management.However; simulation models are usually complex to build 

and maintain in order to be useful in risk management, deterministic models must be 

embedded into a framework that simulates uncertain events. 
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8.1 EXAMPLE OF RISK MANAGEMENT FOR IBM’s PRODUCT SUPPLY 

CHAIN 

 IBM’s product supply chains span multiple geographics and cover a complex 

nertwork of suppliers, manufacturing sites and shippers.ecently IBM focused on its 

supply chain for the system X server product. Using probabilistic risk analysis, this is 

based on methods originally, developed to analyze complex engineering systems 

such as nuclear power plants and NASA space missions, the system X study 

provided a compherensive and unified perspective of risk factors affecting the supply 

chain: from frequent operational problems to catastrophic events, and from local 

delays to industry-wide phenomena. Not only did the study indentify risks, it also 

quantified the impact of loss events on the cost and order-to-delivery time for 

supplying the serves to its customers. 

8.2 AN APPROACH FOR IDENTIFYING SUPPLY CHAIN RISKS 

IBM used a systematic approach to identify risks to the server product’s supply chain 

performance: 

 

1. The study first identified risks by mapping the business processes needed in 

order to procure parts, and assemble and deliver machines. 

2. The human, capital and informational resources required by these processes 

were then mapped to indicate how they supported component activites and 

decisions. 

3. A series of interviews with the key managers and engineers identified key 

risk factors and root causes, which were arranged into an influence diagram 

indicating the cause-effect chains of failures and disruptions that impact 

supply chain performance.Root causes of risk included both sources of 

catastrophic risk as well as sources of everyday problems affecting the 

efficiency of the supply chain operation. 

4. These influencing factors were further integrated into the business process 

and resource maps to pinpoint the exact location and means by which 

disruptions propagate into the supply chain. 
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                  9.   SUPPLY CHAIN RISK MANAGEMENT   

There are five general steps in formulating a risk strategy and implementation plan. 

1. Understand the Risk Environment: Review the management model and 

understand the current business strategy. Review related documentation 

(operations, contracts). Review compliance documentation.Review risk-realted 

metrics (accidents, auditor reports, insurance claims, contract claims, disasters, 

demand spikes). 

2. Indentify and Assess Current Risk: Evaluate current process, and external 

factors, highlighting specific threats and assess risk maturity.Evaluate current 

processes. Validate and improve existing metrics.Identify opportunities for risk 

management improvement.Identify specific external influences on the process 

(identify trigger, resolution, and point of contact). Identify key drivers of current 

risk maturity. 

3. Quantify and Prioritize Risk: Measure the likehood or impact and ease of 

detection. Weight risk according to risk factors and financial 

implications.Estimate costs and investments. 

4. Develop Risk Mitigation Strategy and Business Case: Develop improvement 

recommendations and risk mitigation plans for the enterprise and extended 

supply chain.Develop cost\benefit analysis. 

5. Develop Implementation Roadmap: Select a course of action.Develop tentative 

list of implementation partners.Generate initial timeline. 

In addition to develop methods and tools for managing its own supply chain risks, 

IBM has invested in several joint university programs to further explore topics 

related to supply chain risk. Among these was a survey designed to understand how 

supply managers attempt to manage risk in procurement.  

In terms of current management techniques, most purchasing professionals appear to 

focus on facilitating inter-organizational integration with suppliers to manage supply 

risk.In particular, the most prevalent techniques involve establishing close 

relationships with suppliers and manage risk before designs are formalized. In 

addition, the use of pre-qualified suppliers is also viewed as an important practice to 

manage supply risk. 

While many of the supply chain risk factors discussed thus far are typical 

considerations in application of supply chain management techniques, there are 

many areas of emerging concern that may not previously have been considered in 

the context of supply chain risks. 

EXAMPLE: Companies face increasing risks to their oveall reputation due to certain 

supply chain practices related to corporate responsibility, such as: use of child labor, 

excessive emissions associated with certain supply chain activities, or lack of 

adequate safety controls in manufacturing. 
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Additionally, consideration needs to be given to potential regulatory risks posed 

from supply chain activities.Companies need to make a proactive stance to consider 

potential risks associated with future regulatory non-compliance. 

EXAMPLE: Environmental regulations changes, and make smart decisions today as 

so as to minimize supply chain risks over the long run.These risks can results from 

actual regulation changes as well as perceived behavior norms expressed by the 

customer base. 
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11-CONCLUSION 

 In today’s competitive business environment, supply chain management, as an 

effective business philosophy has become more important among both companies. 

In principle we know that risk management starts with the recognition that risk exist 

and need proper management, but some firms don’t even each this stage. Someone 

within an organization has to recognize the importance of the risk management and 

be senior enough to make the necessary arrangements. 

Unfortunately, the companies omit the importance of risk management through their 

supply chain organizations.Because they do not aware of the importance of risk 

management that affects their supply chain processes. 

In recent years, companies understand that the key to survival the global trade 

competition is to implement the most effective risk management in order to generate 

substantial profit and have a company image. 

Novadays, the businesses and manufacturers face an increasing the importance of 

risk management in order to reduce the affects of the events which are inevitable for 

them.On the other hand, these affects decrease the level of profit, the customer 

satisfaction and most important thing that these effects causes catastrophic results 

through the supply chain.  

If these affects will not be absenced in advance, devastating affects damage the 

supply chain organizations. Consequently supply chain organizations structure 

damaged visibly. 

The fundamental challenge of supply chain organizations is that processes damaged 

easily but can not be corrected easily because the supply chain processes have a 

complex structure and all the organizations interconnected with each other. 

Another factor that serves to add the complexity to understanding the supply chain 

risk management is the high level of charges that is used to correct the result of 

damages. 

As a result, these arguments predicate that supply chain risk management is critically 

important for the organizations in modern business environment. 
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 10.APPLICATION 

 

In application part, a questionnaire have been designed and 30 Logistic companies were asked 

to answer this paper.  

First descriptive and then inferential tests have been performed. In order to analyze the profile 

of the companies answered the questionnaire, descriptive tables and graphs have been chosen. 

Frequency tables show the management understanding of the companies. Pie graphs show the 

visual results and help the reader to analyze the results. 

By looking at the graphs, one can easily analyze the risk situation of the firms. In addition an 

inferential statistic method, namely, rank correlation test have been performed in order to 

assess the relationship between the risk qualification of the companies 

1. Descriptive Statistics 

Answers given to the questionnaire were shown as tables below.  

 

RM_of_SCM_Risk_transfer 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 1 2 6,7 6,7 6,7 

2 7 23,3 23,3 30,0 

3 8 26,7 26,7 56,7 

4 7 23,3 23,3 80,0 

5 6 20,0 20,0 100,0 

Total 30 100,0 100,0  

 
 

 

RM_of_SCM_Reducing_risk 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 1 4 13,3 13,3 13,3 

2 6 20,0 20,0 33,3 

3 10 33,3 33,3 66,7 

4 7 23,3 23,3 90,0 

5 3 10,0 10,0 100,0 

Total 30 100,0 100,0  

 



 

 

RM_of_SCM_Ignore_Risk 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 1 13 43,3 43,3 43,3 

2 4 13,3 13,3 56,7 

3 2 6,7 6,7 63,3 

4 5 16,7 16,7 80,0 

5 6 20,0 20,0 100,0 

Total 30 100,0 100,0  

 
 

 

Importance_of_RM 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid Not important 1 3,3 3,3 3,3 

Medium important 5 16,7 16,7 20,0 

quite important 9 30,0 30,0 50,0 

very important 15 50,0 50,0 100,0 

Total 30 100,0 100,0  

 
 

 

Apperience_Level_of_SCM 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid high 9 30,0 30,0 30,0 

very high 21 70,0 70,0 100,0 

Total 30 100,0 100,0  

 
 

 

Risk_managenemt_area_Transportation 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 0 11 36,7 36,7 36,7 



1 19 63,3 63,3 100,0 

Total 30 100,0 100,0  

 
 

 

Risk_managenemt_area_Supplier_relationships 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 0 11 36,7 36,7 36,7 

1 19 63,3 63,3 100,0 

Total 30 100,0 100,0  

 
 

 

Risk_managenemt_area_IT_systems 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 0 13 43,3 43,3 43,3 

1 17 56,7 56,7 100,0 

Total 30 100,0 100,0  

 
 

 

Risk_managenemt_area_Demand_planning 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 0 8 26,7 26,7 26,7 

1 10 33,3 33,3 60,0 

3 2 6,7 6,7 66,7 

4 5 16,7 16,7 83,3 

5 5 16,7 16,7 100,0 

Total 30 100,0 100,0  

 
 

 

TR_To_insure 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 



Valid 1 8 26,7 26,7 26,7 

2 3 10,0 10,0 36,7 

3 3 10,0 10,0 46,7 

4 5 16,7 16,7 63,3 

5 11 36,7 36,7 100,0 

Total 30 100,0 100,0  

 
 

 

TR_To_choose_more_trustable_transportation_mode 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 1 1 3,3 3,3 3,3 

2 11 36,7 36,7 40,0 

3 11 36,7 36,7 76,7 

4 5 16,7 16,7 93,3 

5 2 6,7 6,7 100,0 

Total 30 100,0 100,0  

 
 

 

TR_Giving_more_importance_of_packaging 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 1 7 23,3 23,3 23,3 

2 7 23,3 23,3 46,7 

3 3 10,0 10,0 56,7 

4 9 30,0 30,0 86,7 

5 4 13,3 13,3 100,0 

Total 30 100,0 100,0  

 
 

 

TR_Other 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 1 8 26,7 26,7 26,7 

2 3 10,0 10,0 36,7 



3 4 13,3 13,3 50,0 

4 5 16,7 16,7 66,7 

5 10 33,3 33,3 100,0 

Total 30 100,0 100,0  

 
 

 

WRM_To_outsource_warehouse_management 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 1 5 16,7 16,7 16,7 

2 5 16,7 16,7 33,3 

3 7 23,3 23,3 56,7 

4 8 26,7 26,7 83,3 

5 5 16,7 16,7 100,0 

Total 30 100,0 100,0  

 
 

 

WRM_To_employ_qualified_warehouse_employee 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 1 3 10,0 10,0 10,0 

2 9 30,0 30,0 40,0 

3 4 13,3 13,3 53,3 

4 8 26,7 26,7 80,0 

5 6 20,0 20,0 100,0 

Total 30 100,0 100,0  

 
 

 

WRM_To_make_pest_control 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 1 10 33,3 33,3 33,3 

2 2 6,7 6,7 40,0 

3 9 30,0 30,0 70,0 

4 3 10,0 10,0 80,0 



5 6 20,0 20,0 100,0 

Total 30 100,0 100,0  

 
 

 

WRM_To_make_measure_of_precaution_in_the_warehouse 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 1 6 20,0 20,0 20,0 

2 9 30,0 30,0 50,0 

3 4 13,3 13,3 63,3 

4 9 30,0 30,0 93,3 

5 2 6,7 6,7 100,0 

Total 30 100,0 100,0  

 
 

 

WRM_comply_with_the_reg_of_flammable_goods 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 1 6 20,0 20,0 20,0 

2 5 16,7 16,7 36,7 

3 6 20,0 20,0 56,7 

4 2 6,7 6,7 63,3 

5 11 36,7 36,7 100,0 

Total 30 100,0 100,0  

 
 

 

DRM_IT_risk_management 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 1 13 43,3 43,3 43,3 

2 8 26,7 26,7 70,0 

3 1 3,3 3,3 73,3 

4 6 20,0 20,0 93,3 

5 2 6,7 6,7 100,0 

Total 30 100,0 100,0  



 

 

DRM_Insurance 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 1 3 10,0 10,0 10,0 

2 8 26,7 26,7 36,7 

3 11 36,7 36,7 73,3 

4 4 13,3 13,3 86,7 

5 4 13,3 13,3 100,0 

Total 30 100,0 100,0  

 
 

 

DRM_Work_with_reliable_3PL 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 1 4 13,3 13,3 13,3 

2 7 23,3 23,3 36,7 

3 10 33,3 33,3 70,0 

4 5 16,7 16,7 86,7 

5 4 13,3 13,3 100,0 

Total 30 100,0 100,0  

 
 

 

DRM_To_employ_qualified_handling_employee 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 1 9 30,0 30,0 30,0 

2 1 3,3 3,3 33,3 

3 5 16,7 16,7 50,0 

4 7 23,3 23,3 73,3 

5 8 26,7 26,7 100,0 

Total 30 100,0 100,0  

 
 

 



 

 
Frequency Percent Valid Percent 

Cumulative 

Percent 

Valid 1 6 20,0 20,0 20,0 

2 11 36,7 36,7 56,7 

3 2 6,7 6,7 63,3 

4 4 13,3 13,3 76,7 

5 4 13,3 13,3 90,0 

6 3 10,0 10,0 100,0 

Total 30 100,0 100,0  

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Second, Graphical illustrations have been shown below  

 

 

 

 

  



 



 

 

 

 

 

 



Multidimensional  Illustrations 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Inferential Statistics 

In nonparametric tests,  the counterpart of the parametric Pearson moment correlation 

coefficient is called Spearman Rank Correlation test.  

In the correlation table, values greater than   0.60 indicate that there is a relationship between 

the variables, namely, answers given to the questionnaire. 

 

COMMENTS AND CONCLUSIONS 

 

The approach of the supply chain risk management is an effective business philosophy has 

become more important among both companies. Nova days, the business and manufacturers 

face an increasing the importance of risk management in order to reduce the effects of the 

events which are inevitable for them. 

As a result, this argument shows that the supply chain risk management is critically important 

for the organizations in modern business environment. 

In the implementation part, we conclude that there are high correlations among the risk 

assessments of the companies. The correlation coefficients (spearman Rho) are greater than 

0.60. These results indicate that risk order assessments of the companies such as 

transportation risk vs. procurement risk; warehousing risk vs. transportation risk outsourcing 

risk vs. insurance risk. 

The results show that decomposition risk assessments of the company’s were distributed 

homogeneously and moreover descriptive and inferential results reveal that the order of the 

risk assessment of the companies have accumulated in purchasing, insurance, transportation. 

For further studies it can be recommended that sample sizes of the surveyed population must 

be increased and the group of the companies must be selected more homogeneously. 
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